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Preface

Laravel has been refined through years of production. It handles routing, validation, database
access, authentication, queues, and testing with a coherent vocabulary.

The trap is fighting those conventions, wrapping Eloquent in repositories “just in case”, replacing
FormRequests with custom validation, abstracting the framework out of the framework.

This book takes the opposite approach: lean into Laravel’s patterns because they’re proven.
Controllers, FormRequests, DTOs, Resources, Facades, these exist because they prevent bugs,
enable testing, and scale reliably.

Commit to Laravel’s conventions and you stop debating the foundation. You start shipping.

Boring scales. Clever decays.

What This Book Is About

This book shows a practical, repeatable way to build APIs with Laravel that are easy to extend, easy
to test, and predictable for consumers. It uses a real production API as the running example and
applies a consistent structure across validation, transformation, responses, and integration layers.
The focus is not on clever abstractions, but on reliable patterns that scale with teams and timelines.

How This Book is Structured

The book moves from foundations to implementation. Early chapters establish the core architecture
and response patterns. The middle chapters build out authentication, middleware, and integration
boundaries. Later chapters cover reliability concerns such as logging, error handling, performance,
and operations. Each chapter includes concrete code that mirrors the project in this repository, so
you can map concepts to working files.

Conventions Used In This Book

Code samples follow the same conventions as the repository: strict typing, explicit return types,
FormRequests for validation, Response Wrappers for JSON structure, and DTOs for typed data flow.
The term “Response Wrapper” refers to Responsable response classes such as ModelResponse,
CollectionResponse, MessageResponse, and ErrorResponse. Examples favor Laravel facades and
Laravel 13 configuration patterns.
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Who This Book is For

This book is written for Laravel developers who are comfortable with HTTP, REST, and Object
Oriented Programming. You do not need to be a Laravel expert, but you should work with Laravel
Framework regularly.

You can follow along with a laptop running PHP 8.4, a database, and an editor. The examples in this
book come from real, working production APIs, so the focus stays practical.

If you have inherited inconsistent APIs or watched complexity pile up, this book offers a clear,
repeatable path. It does not promise perfection, but it aims for sanity.

If you build with a team, this approach keeps endpoints readable, helps junior developers onboard
quickly, and keeps the codebase from walking out the door.

If you want to ship features now, this book is for you. It focuses on patterns you can repeat from
endpoint one to endpoint one hundred without rethinking the architecture.

If that sounds like you, this book was written for you.

About The First Edition

This edition is based on Laravel 13 and PHP 8.4, reflecting the modern application structure
introduced in recent Laravel releases. Examples and conventions align with the Webplo License API
codebase, including Response Wrappers, FormRequests, DTOs, and middleware-based architecture.
The goal is a stable foundation that future editions can extend without changing the core approach.

This Book Is a Philosophy, Not a Pattern Library

You won’t find 40 architectural diagrams here. You won’t find a custom abstraction that
“future‑proofs” your codebase.

You will find:

A simple, repeatable API structure
Clear rules for controllers, facades, and validation
A pragmatic approach to authentication, authorization, and versioning
A bias toward deletion over invention

This is the approach I use when the goal isn’t to impress other developers, but to ship weekly,
onboard quickly, and keep complexity under control.

If you’re looking to build “the perfect architecture”, you won’t find it here.

But if you want to ship APIs that survive pressure, deadlines, product pivots, junior developers, and
legacy constraints, you’re in the right place.
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Here’s the philosophy: Don’t wait for complexity to arrive before you introduce structure, and
don’t add complexity that hasn’t arrived yet. Start with simple, consistent patterns from day one.
Use DTOs to type your data, Resources to transform it, Response Wrappers to make responses
predictable, Facades to abstract provider logic, and FormRequests for validation. These are
lightweight, sensible defaults that keep structure stable as the business logic evolves.

What You'll Get From This Book

Cut architectural debates by 80%. Decide once, apply everywhere. No more “should we
use a repository here?” on every endpoint.

Onboard developers in days instead of weeks. Read one endpoint, understand all of
them. That’s the goal.

Reduce bugs caused by inconsistency. Consistent patterns shrink the surface area where
bugs can hide.

Add endpoints without touching five layers. You follow one pattern, write the business
logic, and ship.

These aren’t promises. These are outcomes we’ve seen repeatedly if you applied this philosophy:

Core Principles

This book follows four core principles. These aren’t just opinions; they’re lessons learned from
production systems handling billions of requests, teams that ship daily, and APIs that survive chaos
without heroics.

Consistency beats cleverness. Every endpoint follows the same pattern: validation,1.
response structure, and error handling. It might feel boring at first, but it’s actually freedom.
When the structure is predictable, your team can focus on business problems consistently.

Discipline is velocity. Constraints aren’t chains; they’re accelerators. When you agree on2.
structure up front, you eliminate decision fatigue and ship faster together.

Simple and consistent today scales better than clever and custom today. Don’t start3.
with microservices, CQRS, event sourcing, or heavy abstractions unless you actually need
them. Begin with boring, predictable patterns. When real constraints show up, you’ll know
exactly where to add sophistication.

Build to ship, not to impress. The goal is value, not architecture trophies. Ship features,4.
measure impact, iterate. An API that ships is miles ahead of a pristine API stuck in staging.
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What Happens When You Don’t Follow These

I’ve watched this play out dozens of times.

A team builds an API with inconsistent patterns. Controller A validates with a custom class. Controller
B validates inline. Controller C does a hybrid. Response formats vary. Errors are inconsistent. Field
names drift.

Six months later, the codebase becomes archaeology. Code reviews drag because there’s no
baseline. New features take twice as long because you’re fighting the code instead of extending it.

Or worse: a team wins a debate about “proper architecture” on day one. They implement CQRS. Or
event sourcing. Or microservices. Zero users. Zero problems. But now every feature requires
threading through five layers before business logic gets written. Velocity drops immediately. The
architecture that was supposed to “future‑proof” the system becomes the thing preventing you from
shipping. Both failures share a disease: inconsistency and premature complexity.

How I Learned This

I spent three years at a company building an API that began beautifully. The first endpoint was
perfect. We had a pattern. Everyone understood it. Then we hired two more developers.

One skipped resources and returned raw arrays. Another validated inline because FormRequests felt
“too abstract.” Someone wanted DTOs everywhere for “type safety,” which led to different response
shapes. Another wrapped Eloquent in repositories “just in case we switch databases.”

No one was wrong. Each choice made sense on its own.

Collectively, we built an API where you couldn’t read two endpoints and understand the third. Every
new feature started with, “How did we do this last time?”, and the answer kept changing. One
endpoint cached aggressively. Another didn’t cache at all. One returned proper status codes;
another buried errors inside 200 responses.

By month six, we weren’t shipping; we were doing forensics. Adding an endpoint took three days
instead of three hours. Code reviews became architecture debates. Junior developers slowed down
because they had to learn 47 different patterns instead of one.

Pull requests that should’ve taken an hour sat for days. Not because the logic was wrong, but
because every endpoint triggered a new argument. And no argument ever resolved, because we had
no foundation, only contradictory precedent.

I remember a standup where the entire team was blocked. Not on features, on understanding the
last developer’s code. Marisia couldn’t remember why validation was structured differently in the
orders API. Chris spent two hours hunting for where error handling was supposed to happen. We
were spending engineering time deciphering inconsistency instead of solving problems.
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The irony was that we had no performance problems or scaling problems. The “flexible architecture”
we thought we were building became the most inflexible thing possible. You couldn’t change
anything because no one understood why it was done that way.

We eventually rewrote the API, not because it was broken, but because consistency had collapsed.
The rewrite took six weeks because the rules weren’t clear.

The second time, we picked one pattern. FormRequests for validation. DTOs for typed data.
Resources for responses. One error structure. One Response Wrapper. No exceptions. No “this
endpoint is special.”

We debated once, committed, and moved forward.

The difference was night and day. Velocity didn’t just return, it compounded. When you’re not
figuring out how to do something, you’re solving the actual business problem.

Since then, I’ve used this same pattern across multiple production APIs, and the result has always
been the same: clarity first, velocity second, scale third.

Years later, the same checklist still applies: use built-in Laravel features, delete before adding, and
keep the solution boring.

That’s why this book exists. Not because I found “the best way,” but because I lived through what
happens when you don’t decide upfront, and saw what consistency unlocked.

What “Shipping Fast” Actually Means

“Shipping fast” doesn’t mean writing code recklessly. It means:

Decisions made once, applied everywhere. One validation pattern. One response
structure. One error format. No debates, no exceptions, no special cases.

New developers productive in days. Read one endpoint. Understand all of them.

Real problems get solved, not imaginary ones. Build for today. Optimize when you hit
real constraints.

Code reviews focus on logic, not style. Consistency removes structural arguments.

Deploys don’t terrify you. Predictability makes debugging and rollback routine, not drama.

Shipping fast is shipping predictably, reliably, and repeatedly. It’s velocity that compounds.
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Discipline as Velocity, Not Restriction

Constraints enable speed.

A developer’s instinct is often “freedom.” No rules. Build it however feels right. But without
constraint, you don’t get freedom, you get chaos. And chaos is slow.

Think of a highway: drivers don’t go faster without rules; they go slower because every driver is
unpredictable.

Here’s what happens when a team agrees on patterns:

You spend 30 minutes deciding how to structure validation. Then you use that approach everywhere.
You’ve made one decision and saved dozens of hours of collective time.

You spend an hour defining your Response Wrapper. Every response follows it. No surprises for
clients. No debugging seven different response shapes.

You choose your error strategy once. Every error follows it. Consistent status codes, messages, and
payloads.

This isn’t restriction. It’s freedom from the tyranny of choice.

The fastest teams I’ve worked with weren’t the smartest. They were the most consistent. They
decided once, applied everywhere, and moved forward.

That’s what this book teaches: the patterns that let your team move at velocity.

The Myth of “Advanced”

Every developer goes through a phase:

You discover microservices. You discover CQRS. You discover event sourcing. You discover
hexagonal architecture. And suddenly everything you’ve built feels “wrong.”

So you rebuild. And rebuild again.

What used to be a simple POST /orders endpoint now requires six layers of abstraction, three
transformers, two DTO libraries, and a design doc longer than your schema.

These patterns solve real problems, but not the problems you have yet.

Netflix uses microservices because Netflix broke their monolith. They didn’t start there. They started
simple, hit real limits, and then evolved.

This is accidental complexity: complexity you add because you anticipate problems that never came,
or because you want to show off knowledge.
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Clever code feels good. It impresses other developers. But cleverness compounds. Every abstraction
adds another layer to understand, another layer to debug, another layer to maintain.

Multiply that by a team of five. Multiply that by two years.

You end up with code that’s harder to read, harder to change, and harder to test. The more abstract
your code, the fewer people actually understand it. When the person who wrote it leaves, you’re
stuck maintaining a system you can barely comprehend.

That isn’t architecture. It’s archaeology.

Here’s the uncomfortable truth:

Most APIs don’t fail because they weren’t architected like Netflix. They fail because they were never
shipped, never simplified, or never maintained.

There’s a difference.

Solve the problem in front of you with the simplest code that works. When you hit a real limit,
performance, scalability, maintainability, add the sophisticated pattern that solves that specific
problem. By then, you understand why you need it. The pattern isn’t theoretical; it’s a solution to a
real pain.

Complexity feels productive. Shipping is productive.

What Makes an API Good

Before we go any further, let's get aligned on what we're actually trying to build. The API design
community, from RESTful architecture principles established by Roy Fielding to modern API design
guides from Stripe, Twilio, and GitHub, has converged on a few core principles. These aren't arbitrary
opinions. They're lessons learned from billions of API requests served in production, from APIs that
scaled smoothly and APIs that collapsed under their own complexity.

A good API isn't just one that works. It's one that:

Does one thing well, Your API should have a clear purpose. A license management API1.
shouldn't handle domain registration. A payment API shouldn't manage user profiles. This
principle, known as the "single responsibility principle," applies to entire services. When an API
tries to do everything, it does nothing well. Stripe, GitHub, and Twilio are laser-focused on
their domain. They do one thing and do it brilliantly. Your API should be the same.

Is predictable, Responses should follow consistent patterns. Errors should be structured the2.
same way. Field naming should be consistent. When you call GET /licenses, the response
structure should match POST /license. Your API is a contract with your consumers, Stripe calls
this "consistency." Break it and they lose trust. Keep it, and they'll build confidently on your
API.
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Is secure by default, Security shouldn't be an afterthought. CORS headers should be3.
restrictive by default. Rate limiting protects you from abuse. Authentication should be required
on protected routes. Build security into the foundation, not bolted on. The OWASP API Security
Top 10 is clear: most vulnerabilities come from broken authentication, broken authorization,
and excessive data exposure. These are architecture failures, not cryptography failures. Make
security the default path.

Handles failures gracefully, Networks fail. Databases go down. Users send malformed data.4.
Return meaningful HTTP status codes (not everything is 200 or 500). Provide error details that
help consumers understand what went wrong. Stripe documents precisely what status codes
mean and provides error codes for programmatic handling. You don't need idempotency keys
on day one, but never return a cryptic 500 when you can provide real information.

Is observable, When something goes wrong in production (and it will), you should know5.
immediately. Use structured logging. Use request IDs to trace operations through your system.
Use metrics to monitor speed and failures. GitHub and Stripe log requests in searchable,
traceable ways. If you can't see your system, you can't fix it. You should too.

Can evolve, Your API isn't done on day one. It grows and adapts. Design for evolution: version6.
carefully, provide deprecation notices, think about how new fields won't break existing
consumers. GitHub, Slack, and Stripe built APIs that evolved for years. Your API won't serve
the same requests in three years. Design knowing that.

These principles aren't unique to this book. They're rooted in decades of API design experience
across the industry. What this book does is show you how to build them into your Laravel application
from the beginning.

That's what we're building toward in this book.

The Strategy

Here's how we're going to approach this:

First, we build with simple patterns from day one. Not complex patterns, not "future-proof"
abstractions, just sensible defaults that we'll use consistently across every endpoint. FormRequests
for validation. DTOs for typed data. Mappers for transformation. Resources for JSON output.
Response Wrappers for consistent structures. Facades for clean interfaces. These aren't heavyweight
frameworks. They're lightweight patterns that every endpoint will follow, from the first to the
hundredth. This consistency means your team learns once, then applies that knowledge everywhere.
New developers onboard faster. Code reviews become simpler because they're not trying to
decipher dozens of different patterns.

Then, we add layers of defense. Authentication. Authorization. Error handling. Rate limiting.
These aren't optional decorations, they're part of the foundation, automatically protecting you unless
you explicitly opt-out. By building these into the architecture early, you're not adding complexity
later, you're preventing the mess that comes from bolting security on afterwards.
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Next, we test as we build. Not after. Not someday. As you write each endpoint, you write tests
that verify it works. This isn't about coverage percentages. It's about confidence. When you have
good tests, you can change code without fear. You ship faster because you know what you broke
before your users do.

We optimize based on real constraints. Not prematurely. But once you have something working
and you actually hit a real limit, performance, scalability, maintainability, then you add the
sophisticated patterns that solve that specific problem. The beauty of starting with simple,
consistent patterns is that you'll know exactly where to optimize and why. You've lived the pain. The
pattern isn't theoretical anymore, it's a solution to something real.

Finally, we monitor and scale. You can't fix what you can't see. We'll set up logging, structured
error tracking, and observability so you know what's happening in production. And because we built
on consistent patterns, adding monitoring is straightforward, you add it once in the pattern layer and
benefit everywhere.

The key insight: we're not avoiding architecture. We're avoiding unnecessary architecture. We're
starting with the minimum viable structure that prevents chaos, then letting real requirements drive
what comes next. Most APIs never need microservices, CQRS, or event sourcing. But every API needs
consistency, validation, type safety, and testability. That's what we're building.

The Real Goal

Here's what this book is really about: shipping fast and staying sane. Not fast for a week, then
slow because you're drowning in technical debt. Not fast today and regretful tomorrow when you
inherit your own mess. Fast now, fast next month, fast two years from now when everything has
changed and yet the code is still maintainable.

The real goal is an API where:

Your team can add a new endpoint without a meeting about architecture
A junior developer can read one endpoint and understand all of them
Code reviews take minutes, not hours, because there's nothing to debate
Deploys don't terrify you because you know what you're shipping
When Sarah leaves, the codebase doesn't leave with her
When the business pivots, you can pivot your API without rewriting everything

This happens when you embrace consistency from day one. When every endpoint uses the same
patterns: FormRequests for validation, DTOs for typed data, Mappers for transformation, Resources
for output, Response Wrappers for structure, Facades for clean interfaces. These patterns aren't
heavyweight architecture. They're lightweight guardrails that prevent the chaos.

Here's what kills most APIs: not microservices, not complexity, not bad planning. It's inconsistency.
One endpoint does it this way, another does it that way. Every developer interpreted the
architecture differently. The codebase became a maze of special cases and workarounds. By the
time someone tried to add a feature, they spent more time understanding the existing code than
writing the new code.
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The alternative is boring. It's the same pattern repeated 50 times, 100 times, without variation. It's
DTOs everywhere. It's validation always in FormRequests. It's Response Wrappers used everywhere.
To some, it looks repetitive. To experienced teams, it looks like freedom. Because when the structure
is predictable, your brain can focus on the business logic. You're not deciphering the pattern. You're
solving the problem.

This book shows you how to use boring patterns to ship fast, maintain easily, and scale without
panic. Not because boring is trendy. But because boring is what allows you to focus on what actually
matters: delivering value to your business.

Let's build something boring.

And let's ship it.
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Chapter 1: Getting Started

Instead of building yet another "Hello World" API, let’s use a real production API as our guide: the
Webplo License API. It’s simple enough to grasp quickly, but real enough to show the patterns that
matter.

The API does one thing, and it does it well: it manages website licenses.

Every Webplo site has its own license, issued automatically the moment the site is provisioned. From
then on, the Webplo engines interact with this API to create, retrieve, and revoke licenses as needed.
This isn’t an API designed for public consumption; it’s an internal microservice, one of the many
components that power Webplo behind the scenes.

Behind the scenes, this API integrates directly with the Statamic License API, since every Webplo site
runs on top of Statamic CMS. The integration is structured using a Manager, Facade, Driver pattern,
allowing us to keep the core logic clean while supporting multiple drivers and future extensions.

The API also handles multilingual responses, rate limiting, asynchronous logging, and payload
compression, not because it’s flashy, but because it needs to be reliable.

This is a production API that's actually serving real traffic. We're going to understand how it works
and what makes it work well.

Starting From Zero

If you want to follow along from scratch, let’s spin up a new Laravel project:

composer create-project laravel/laravel api-license
cd api-license
php artisan key:generate

That’s it. Laravel did most of the heavy lifting. When I started developing in PHP 12 years ago,
setting up a framework meant manually wiring configuration files, tweaking bootstrap scripts, and
stitching everything together before you could even write real code. Laravel simply says, “We’ve
already thought about this. Here are sensible defaults.”

Now, one thing I want you to understand right from the start: you're not required to use Laravel's
defaults. You can customize everything. But here's what I've learned: when you find yourself fighting
the framework, that's usually a signal that you're making decisions the framework is trying to save
you from.
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The Structure That Makes Sense

Laravel 13 has settled into a very clean structure. Here’s what each folder actually does:

app/Http/Controllers/       Your API endpoint logic
app/Http/Requests/          Input validation rules
app/Http/Resources/         Response formatting
app/Http/Middleware/        Request/response interception
app/Http/Mappers/           DTO transformations
app/Http/DataObjects/       DTO definitions
app/Http/Integrations/      External API integrations
app/Http/Responses/         Unified Response Wrappers
app/Models/                 Database models (like Bearer token)
app/Services/               Business logic with manager pattern
routes/api.php              Where you define endpoints
tests/Feature/              Testing full request flows
database/migrations/        Database versioning

Each folder has a purpose. Controllers handle HTTP. Models handle the database. Facades provide
clean interfaces. Tests verify everything works. When a new developer joins your team and looks at
this structure, they think, "oh, I've seen this before." That consistency matters.

Your First Endpoint

Let’s start with something simple: a health check endpoint. It sits there and tells you the API is alive
and well. It might sound trivial, but this is where we establish the patterns you’ll use for every
endpoint that comes after. Keep it simple, keep it consistent, and you’ll have a blueprint for
everything else.

// routes/api.php
Route::get('/health', HealthController::class);

A health check should be pure signal: fast, lightweight, and zero-cost to call. You're just checking
that critical services are connected, your database, cache layer, and queue system. No deep queries.
No external API calls. No side effects. Just a clean 200 when everything's working, or a 503 when
something's broken. Your monitoring systems ping this endpoint every 5-10 seconds and
immediately know your API's status without adding load. That's the entire point, nothing more.

This is a public endpoint, no authentication, no middleware (for now). Anyone can call it, no
questions asked. Your load balancers ping it. Your monitoring systems ping it. Your deployment
pipeline pings it. Everyone's checking the same thing: is your API alive and its services responding?
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{
    "data": {
        "status": "ok",
        "timestamp": "2026-02-11T21:50:47+00:00",
        "services": {
            "database": "connected",
            "cache": "connected",
            "queue": "active"
        }
    }
}

The Quick Way

// app/Http/Controllers/HealthController.php
final readonly class HealthController
{
    public function __invoke(): Response
    {
        return response()->json([
            'data' => [
                'status' => 'ok',
                'timestamp' => now()->toIso8601String(),
                'services' => [
                    'database' => 'connected',
                    'cache' => 'connected',
                    'queue' => 'active',
                ],
            ]
        ]);
    }
}

First, think about what we’re doing.

We’re handling an HTTP request. We need to check that critical services are working. We need to
return a response. That's three steps.

As your API grows, you'll want to ensure consistency, stronger typing, meaningful error codes that
clearly describe what happened, localization, whether it's a 200 OK or a 503 Service Unavailable, and
comprehensive testing to build confidence in your implementation.

That's when the quick way starts feeling fragile. You're copy-pasting response formatting across
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endpoints. Validation logic is scattered. Your controllers grow to 100+ lines with no clear separation
between HTTP concerns and business logic.

Testing becomes tedious because you’re asserting against arrays with unknown shapes. The
properties and types are unclear until you read the implementation. These aren’t problems with the
quick approach itself. It’s not wrong. It’s just not enough anymore. In other words, it’s simply not
scalable.

The Scalable Way

// app/Http/Controllers/HealthController.php
final readonly class HealthController
{
    public function __invoke(): Responsable
    {
        return new ModelResponse(
            data: new HealthResource(
                resource: HealthDTOMapper::toDTO(...),
            )
        );
    }
}

The difference is the use of Response Wrappers via Responsable responses, resources, DTOs, and
mappers (or transformers, as they’re sometimes called). There’s no magic involved. Instead of
returning raw responses directly from controllers, this approach introduces a structured layer:
responses implement a common contract, data is wrapped in consistent response objects, output is
transformed through resources, and raw values are mapped into typed DTOs. The result is a
predictable, testable, and type‑safe API where formatting, structure, transformation, and localization
are clearly separated from controller logic.

These aren't academic exercises. They're practical solutions refined through real production
experience. Your controllers stay thin and focused. Your API consumers write once and reuse forever.
A new developer looks at one endpoint and understands all of them. That's what we'll discuss
throughout this book because that's what separates a quick prototype from a real production API.

Key Principles For Shipping Fast

Here's what makes this API architecture work: consistency. Not just in code style, but in structure,
patterns, and approach. Every endpoint follows the same patterns. Every response uses the same
wrappers. Every validation happens the same way. This consistency is what lets your team ship fast
and stay sane.

Here are the principles that enable this consistency:
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Convention over Configuration. Laravel has conventions for a reason, they're distilled wisdom
from thousands of production applications solving real problems. Default to Laravel's way. Only step
outside it when you have a genuine, specific reason. This saves you from endless decision-making
and keeps your API predictable. The moment your team agrees to follow the framework instead of
fighting it, velocity changes. You're not making micro-decisions on every endpoint. You're following a
proven path.

Consistency Over Novelty. Every endpoint should look like the one before it. FormRequests
handle validation everywhere. DTOs transform data everywhere. Resources format output
everywhere. When new developers join, they learn one way and apply it everywhere. When you need
to change something, you change it in one place and benefit everywhere. This is not dull repetition,
this is architectural leverage. You're not smart-coding each endpoint differently. You're using the
same proven pattern, over and over, because it works.

Type Safety. PHP 8.4 gives you the tools to catch bugs before your users do. Use full type hints,
return types, and static analysis tools like PHPStan at level 9. This is not optional. Strong typing
means your IDE autocompletes what exists. You know what properties are available on your DTOs.
Your Resources transform data correctly. Your Controllers receive what they expect. When your API
is strongly typed throughout, inconsistencies stand out immediately.

Fail Fast. Validate input early. Check that connections work. Know immediately when something is
wrong. Don't let bad data propagate through your system. When bad data arrives at your API, catch
it at the boundary. FormRequests validate before your controller runs. Type hints catch shape
mismatches. If the data is bad, fail loudly and tell the consumer exactly what's wrong. This prevents
cascading failures and makes debugging straightforward. Your entire team knows: bad data never
makes it past the gate.

Separation of Concerns. Controllers handle HTTP. Facades provide clean interfaces. Drivers
implement the actual logic. Resources transform output. When you keep these separate, each layer
becomes simpler and easier to understand. A new developer can read a controller and immediately
understand the flow: request → validation → facade → response. They don't have to untangle HTTP
logic mixed with business logic mixed with transformation logic. Separation enables consistency.

Test as You Build. Not after. Not someday. As you build. This isn't about hitting coverage
percentages. It's about confidence. When you test your endpoints as you build them, you catch
problems immediately. You know your patterns work before you commit. You can refactor with
confidence knowing tests have your back. Testing is part of the development process, not something
you do when you have spare time. Good tests catch when inconsistency creeps in.

Security by Default. Don't build security features separately. They should be part of the
foundation, automatically protecting you unless you explicitly opt-out. Rate limiting should be
normal. Authentication checks should be automatic on protected routes. Error messages should
never leak sensitive information. When security is baked into your patterns, you don't have to
remember it, it just happens. Consistency in security practices means no endpoint is accidentally
exposed.

These principles work together to create an API that's predictable, maintainable, and fast to build.
Boring consistency is not a limitation. It's a superpower.
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Chapter 2: Core Architecture

Here's where we dive into the actual structure of your API. Not the abstract philosophy we discussed
before, but the concrete, practical patterns you'll use on every single endpoint. When I say
"architecture," I don't mean over-engineered diagrams or complex abstractions that sound smart in
meetings. I mean the specific way you organize your code, where validation lives, how responses get
formatted, what controllers actually do, so that tomorrow you can add a new endpoint as easily as
today, without rethinking anything.

Think about the last time you inherited some messy code. Maybe it was someone else's API. Maybe it
was your own API from three years ago. Either way, you probably remember the feeling: every
endpoint was different. Validation happened three different ways. Responses had inconsistent
structures. Controllers were 200 lines long mixing HTTP concerns with business logic. You had to
read each endpoint like an archaeologist uncovering ancient ruins.

You don't want to be the person who writes code like that. And you definitely don't want to be the
person who inherits it.

The good news: you can avoid this entirely with the right patterns. This chapter covers the four
foundational patterns that will appear in every single endpoint you build: Controllers,
FormRequests, Response Wrappers, DTOs, Resources, Mappers and Facades.

These aren't new concepts you need to learn. They're not complex abstractions. They're Laravel's
built-in concepts, applied consistently. You'll recognize all of them. The power comes from using
them the same way, everywhere, so consistency becomes automatic.

By the end of this chapter, you'll understand the blueprint that your entire API will follow. Every
license endpoint, every user endpoint, every domain endpoint, they'll all use the same patterns. That
consistency is what lets you ship endpoint 50 as fast as endpoint 1.

Controllers: Keep Them Simple

Here's a controversial opinion: most controllers are too fat. They do too much. Validation, business
logic, transformation, response formatting, all in one method.

Controllers should be obvious and boring.

Fat controllers become impossible to test and harder to read and change. The next developer sees
that validation happens inline in the controller, and they copy it. They see business logic mixed in,
and they add more. By endpoint number ten, you have ten different patterns. By endpoint one
hundred, you're maintaining a codebase where every endpoint does things differently.
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// Bad: Fat controller doing everything
public function create(Request $request): Response
{
    if (!$request->has('name') || !$request->has('domain')) {
        return response()->json(['error' => 'Name and domain required'], 422);
    }

    $client = new GuzzleHttp\Client();
    $response = $client->post('https://api.statamic.com/licenses', [
        'json' => [
            'name' => $request->input('name'),
            'domain' => $request->input('domain'),
        ],
        'headers' => [
            'Authorization' => 'Bearer ' . config('services.statamic.key')
        ],
    ]);

    $data = json_decode($response->getBody(), true);

    $formatted = [
        'key' => $data['key'],
        'name' => $data['name'],
        'domain' => $data['domain'],
        'status' => $data['status'],
    ];

    return response()->json([
        'data' => $formatted
    ], 201);
}

This is the enemy. Not complexity, inconsistency. Inconsistency means every developer has to
understand the specific pattern of every endpoint they touch. It means code reviews take hours
because you're not just checking logic, you're parsing a different structure on every endpoint. It
means new developers spend weeks learning the unwritten rules of your API instead of shipping
features.

The rule is simple: Controllers receive requests and return responses. Everything else is someone
else's job.
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// Good: Thin controller delegating work
public function create(CreateLicenseRequest $request): Responsable
{
    return new ModelResponse(
        data: new LicenseResource(
            resource: LicenseDTOMapper::toDTO(
                LicenseFacade::addLicense(
                    name: $request->validated('name'),
                    domain: $request->validated('domain'),
                )
            ),
        ),
        status: Response::HTTP_CREATED, //201
    );
}

Each step is clear:

FormRequest handles validation
Responsable handles the HTTP (status code, headers, structure)
Resource handles JSON formatting (DTO to API response)
Mapper::toDTO() handles transformation (raw data to typed object)
Facade handles the business logic

You read it once and understand what it does. No surprises. No buried logic. When something needs
to change, a new field, different validation, a different provider, you know exactly where to look.
When you need to add logging, it goes in the facade. When you need to add a permission check, it
goes in the FormRequest. Each concern lives in one place.

Every controller looks thin. New developers join and immediately understand every endpoint
because they've seen this pattern once. Code reviews are fast because the structure is predictable.
Testing is simple because each component is isolated. Your controller's job is to receive the HTTP
request, delegate to services or facades for business logic, map DTOs if needed, format the
response, and return it. That's it. Everything else belongs somewhere else.

FormRequest Classes: Centralized Validation

Here’s something I love about Laravel: validation doesn’t belong in your controller. Thanks to
dependency injection, you can move it into a dedicated FormRequest class and let Laravel
automatically resolve and validate it before your controller even runs. It’s cleaner, more testable,
more reusable, and it keeps your controller focused on what it should actually do. So, instead of
writing validation inline in your controller, define rules in a dedicated class:
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// The base every request in the service extends. It exists for one reason:
// a failed validation must come back shaped like every other error.
abstract class BaseFormRequest extends FormRequest
{
    /**
     * @return array<string, ValidationRule|array<mixed>|string>
     */
    abstract public function rules(): array;

    protected function failedValidation(Validator $validator): never
    {
        throw new HttpResponseException(
            response: (new ErrorResponse(
                message: (string) json_encode($validator->errors()->toArray()),
            ))->toResponse($this)
        );
    }
}

Laravel's default is to redirect on a failed validation, which is right for a form and wrong for an API.
Overriding failedValidation() once means a validation failure arrives as the same { "errors":
[...] } envelope as every other failure. Write it in the base, and no individual request can forget.
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class CreateLicenseRequest extends BaseFormRequest
{
    /**
     * @return array<string, array<int, string>>
     */
    public function rules(): array
    {
        return [
            'name' => ['required', 'string', 'max:100'],
            'domain' => ['required', 'string', 'max:100'],
        ];
    }

    public function messages(): array
    {
        return [
            'name.required' => Lang::get('validation.name.required'),
            'name.string' => Lang::get('validation.name.string'),
            'name.max' => Lang::get('validation.name.max'),
            'domain.required' => Lang::get('validation.domain.required'),
            'domain.string' => Lang::get('validation.domain.string'),
            'domain.max' => Lang::get('validation.domain.max'),
        ];
    }
}

The concrete request is only rules and messages. That is the whole point: the interesting decision —
how a failure is shaped — was made once, somewhere else.

Here's why this matters: FormRequest isn't just a place to put validation rules. It's a system that
makes your API better in concrete ways.

Centralized validation means all your rules live in one place. When someone needs to understand
what data your endpoint accepts, they read the FormRequest, not hunt through a controller for inline
validation logic. When you need to change the validation rules, maybe domain should accept longer
strings, or maybe you need to add a new field, you update one file. Everything that uses that
FormRequest automatically gets the new rules. No scattered changes across multiple controllers. No
inconsistency where one endpoint validates differently than another.

Reusability comes naturally once validation is separated. The same CreateLicenseRequest can be
used from multiple controllers if multiple endpoints need those exact validations. You don't copy-
paste validation logic. You don't wonder if this controller has the same rules as that controller. Use
the same FormRequest, get the same validation, guaranteed consistency. When requirements
change, you update once and benefit everywhere that uses it.

Testability is where FormRequests really shine. You can test your validation in isolation, without
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going through the full HTTP request cycle. Write a test that verifies validation fails correctly when
name is missing, when domain exceeds the character limit, when the format is wrong. These tests run
fast because they're not spinning up your entire application. Your team can confidently modify
validation rules knowing tests have their back. And your controllers stay simpler because the
validation is already proven to work before it ever reaches the controller.

Localization is automatic. Your messages() method returns translation keys like
'validation.name.required'. Laravel looks these up in your language files
(lang/en/validation.php, lang/es/validation.php, etc.) and returns the right error message for
the user's language. Your API instantly supports multilingual validation errors without any extra
wiring. A Spanish consumer gets Spanish error messages. A French consumer gets French. One
system, infinite languages.

Security features are baked in. CSRF tokens are automatically validated on state-changing
requests (POST, PUT, DELETE). You don't have to remember to add @csrf checks everywhere.
Laravel provides other goodies too: the authorized() method lets you add authorization logic right
in the FormRequest. The prepareForValidation() method lets you sanitize input before validation.
These securities are defaults, they apply unless you explicitly disable them, which is the opposite of
how most developers build systems (security as an afterthought).

Authorization can happen in the FormRequest itself through the authorize() method. Not every
user should be able to create licenses. Maybe only admins, or only users with a specific role. Instead
of scattering authorization checks across your codebase, handle them right here. You can check
permissions, verify user status, validate relationships, all before your controller logic even runs. If
authorization fails, the request fails at the boundary with a clear 403 Forbidden response. Your
controller never has to worry about unauthorized requests reaching it.

Validate data at the boundary. Once it's past the controller, assume it's valid.

FormRequest is your first line of defense against bad data.

Responsable Wrappers: Consistent JSON

Here's a problem that every API faces: inconsistent response structures. One endpoint returns {
"data": { ... } }. Another returns { "result": [...] }. A third returns { ... } directly. Your API
consumers have to write different parsing logic for every endpoint. The solution: Response Wrappers.
One small abstract class owns the contract — the status, the headers, and the shape of the envelope
— and one subclass per response type supplies the payload. They enforce that every response
follows the same structure. One class per response type, no exceptions.

BaseResponse: One Place That Knows the Envelope

Every wrapper needs the same three things: a status, optional headers, and a body. Writing that
three times is how the fourth one ends up subtly different. Put it in an abstract base once, and each
wrapper is left with the only question that actually differs between them — what goes in the body.
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// The shared base. Subclasses answer one question: what is the data?
abstract readonly class BaseResponse implements Responsable
{
    /**
     * @param  array<string, string>  $headers
     */
    public function __construct(
        protected int $status = Response::HTTP_OK,
        protected array $headers = [],
    ) {}

    /**
     * @return array<string, mixed>
     */
    abstract protected function getData(): array;

    protected function getHeaderFactory(): string
    {
        return 'default';
    }

    public function toResponse($request): Response
    {
        $headers = HeaderFactory::{$this->getHeaderFactory()}(
            headers: $this->headers,
        );

        return new JsonResponse(
            data: $this->getData(),
            status: $this->status,
            headers: $headers,
        );
    }
}

toResponse() is written once. A wrapper that wants different headers overrides getHeaderFactory()
and nothing else. This matters more than it looks: the day you add a header to every response in the
API — a request id, a deprecation notice — you add it here, and every endpoint gets it.

ModelResponse: For Single Resources

This section builds on the earlier thin controller that returned new ModelResponse(...). When a
client creates, retrieves, or updates a single resource, they need to know exactly where to find it in
your response. Clients should not have to guess whether the resource is under response.data,
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response.resource, or the root of the response. Every inconsistency in your API forces your
consumer to write conditional logic. They check for multiple paths, write fallback handlers, and add
debugging code. This is technical debt hiding in your integration layer.

final readonly class ModelResponse extends BaseResponse
{
    /**
     * @param  array<string, string>  $headers
     */
    public function __construct(
        private JsonResource $data,
        int $status = Response::HTTP_OK,
        array $headers = [],
    ) {
        parent::__construct($status, $headers);
    }

    /**
     * @return array<string, mixed>
     */
    protected function getData(): array
    {
        return [
            'data' => $this->data,
        ];
    }
}

That is the whole class. No toResponse(), no header assembly, no status handling — the base
already did all of it.

ModelResponse eliminates this confusion by establishing that every single resource endpoint returns
the exact same structure: { "data": {...} }. Whether your client is creating a new license,
retrieving a specific one, or updating an existing license, the response format never changes. This
predictability means your consumer code remains simple and robust. They always know: the
resource is under response.data. No checking. No fallbacks. No surprises. This consistency becomes
powerful across your entire API lifecycle. When you change how licenses are stored internally, you
only update the LicenseResource transformer. All your endpoints automatically return the new
structure. When you add new fields to licenses, they propagate through every endpoint without your
clients breaking. This is the benefit of a well-defined response contract.
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{
  "data": {
     "key": "lic_789",
     "name": "New License",
     "domains": ["example.com"],
     "created_at": "2026-02-12T10:30:00Z"
  }
}

When you standardize on ModelResponse for all single resource returns, your test suite becomes
simpler. You write a test assertion once, check for response.data, and that same assertion works
everywhere. You don't need to write different test paths for create endpoints versus retrieve
endpoints versus update endpoints. They all follow the same pattern. This consistency dramatically
reduces tests you need to write while increasing confidence in your API's behavior.

Consider also how this scales when adding new features. You can include metadata about the
resource, like permissions the current user has or related resources available, by adding it to
ModelResponse::toResponse() once. Every single resource endpoint in your API gains that capability.
This is architectural leverage, one change in one place benefits your entire API.

ErrorResponse: For Validation and Error Failures

Errors are inevitable. Invalid input arrives, external services fail, permissions are denied. The goal is
to handle them gracefully and predictably.

Nothing frustrates API consumers more than trying to decode different error formats from different
endpoints. One endpoint returns { "error": "message" }, another returns { "errors": [...] },
and yet another returns the error in a completely different structure.

ErrorResponse standardizes how your API communicates problems back to your clients. When
validation fails, when an operation is forbidden, or when something goes wrong, your response
always uses the same structure: { "errors": [...] }. This consistency means your consumer can
write one error handler that works everywhere. They know that validation errors arrive with
structured field-level messages. They know that 422 responses mean validation failed. They know
exactly where to find the error messages in the response. This isn't just about consistency, it's about
debugging speed.
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final readonly class ErrorResponse extends BaseResponse
{
    public function __construct(
        private string $message,
        int $status = Response::HTTP_UNPROCESSABLE_ENTITY,
        array $headers = [],
    ) {
        parent::__construct($status, $headers);
    }

    /**
     * @return array<string, mixed>
     */
    protected function getData(): array
    {
        return [
            'errors' => [
                json_decode($this->message, true) ?? $this->message,
            ],
        ];
    }

    protected function getHeaderFactory(): string
    {
        return 'errors';
    }
}

This is the one wrapper that wants different headers, and getHeaderFactory() is the entire
mechanism for saying so.

When a client's request fails, they can immediately understand what went wrong without digging
through documentation or trial-and-error. If something failed.

{
  "errors": [
    {
        "name": ["The name field is required."],
    }
  ]
}
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CollectionResponse: For Lists and Iterations

When your API returns lists of resources, consistency is critical. Without it, each collection endpoint
becomes a mystery to your consumers. Clients should not have to guess whether the data is under
data, under items, or at the root level. Every list endpoint that varies in structure means your clients
have to write custom parsing logic. This creates friction, introduces bugs, and makes integration
painful.

CollectionResponse solves this by establishing a single, predictable structure for every collection
you return. Whether you're listing licenses, users, or domains, the response always wraps items
under the items key: { "items": [...] }. This consistency means your consumers write one parser,
one error handler, one test, and it works everywhere. Multiply that across dozens of endpoints and
you've eliminated enormous amounts of duplicate, fragile code.

final readonly class CollectionResponse extends BaseResponse
{
    /**
     * @param  array<string, string>  $headers
     */
    public function __construct(
        private AnonymousResourceCollection $data,
        int $status = Response::HTTP_OK,
        array $headers = [],
    ) {
        parent::__construct($status, $headers);
    }

    /**
     * @return array<string, mixed>
     */
    protected function getData(): array
    {
        return [
            'items' => $this->data,
        ];
    }
}

By default, it returns HTTP 200, and that's precisely the point. The Response Wrapper handles HTTP
concerns like status codes. The controller doesn't need to think about it. This separation is what
makes controllers thin and focused. This demonstrates the real power of centralization.
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{
  "items": [
    { "key": "lic_123", "name": "My License", "domains": ["example.com"], ...
},
    { "key": "lic_456", "name": "Another", "domains": ["another.com"], ... }
  ]
}

The real power emerges when you consider the client experience. A frontend developer can write a
single utility function that handles pagination, item rendering, and error handling, and use it for
every collection endpoint in your API.

If your requirements change and you need to switch from items to results in your response
structure, you update it once in CollectionResponse. Every endpoint that uses it automatically
adopts the new structure, even across dozens of collection endpoints.

But the benefits extend far beyond simple field renaming. You can add features to all collection
responses without touching a single controller by implementing them in the Response Wrapper.
Pagination metadata, rate limit headers, request tracing, and performance monitoring can all be
centralized and propagated everywhere. This is how you avoid maintenance headaches, scale your
codebase efficiently, and keep your API agile as requirements evolve and new features emerge.

MessageResponse: For Async Operations and Confirmations

Not every request returns data. Sometimes your API accepts a request but doesn't immediately
complete it. You queue a background job. You defer processing. You acknowledge receipt but say
"check back later." In these cases, your API should communicate what happened without pretending
to return something it doesn't have.
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final readonly class MessageResponse extends BaseResponse
{
    /**
     * @param  array<string, string>  $headers
     */
    public function __construct(
        private string $message,
        int $status = Response::HTTP_OK,
        array $headers = [],
    ) {
        parent::__construct($status, $headers);
    }

    /**
     * @return array<string, mixed>
     */
    protected function getData(): array
    {
        return [
            'message' => $this->message,
        ];
    }
}

MessageResponse is built for these scenarios. It returns a simple message confirmation that the
operation was accepted and will be processed. This is crucial for async operations. When a client
deletes a license, you might queue the deletion to happen in the background. The client doesn't
need the deleted license back. They need to know: "I got your request, it's queued"

{
  "message": "If exists, license will be deleted."
}

Now your API is predictable. Every consumer writes one parser that works everywhere. You can add
response headers without changing a single controller. You can add logging or metrics to Response
Wrappers once and benefit everywhere. When you add a new endpoint, you use one of these four
wrappers and instantly get consistent behavior.

ModelResponse — Single resource responses: { "data": {...} } for create, read, update
operations
CollectionResponse — Multiple items: { "items": [...] } for list operations
ErrorResponse — Error handling: { "errors": [...] } for validation failures and exceptions
MessageResponse — Async confirmations: { "message": "..." } for queued operations and
fire-and-forget jobs
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Pick the right wrapper for your response type. Return it from your controller. Everything else, status
codes, headers, JSON structure, serialization, is handled automatically. That's not just consistency,
that's a professional API.

Data Transfer Objects (DTOs)

DTOs are simple, practical structures that remove ambiguity in data flow. They are easy to learn and
immediately improve clarity and tooling support.

final readonly class LicenseDTO
{
    /**
     * @param  array<string>  $domains
     */
    public function __construct(
        public string $key,
        public string $name,
        public array $domains,
        public string $created_at,
    ) {}
}

Note that created_at stays a string. It is tempting to parse it into a date object here, because you
are already touching the value — but the DTO's job is to say what the provider sent, not to interpret
it. Parse where you need a date, and the DTO stays a faithful record of the response rather than a
lossy reinterpretation of it.

A DTO is dead simple: it's just a class that holds data. That's it. No methods, no logic, no side effects.
Just properties and a constructor. Pure data shipping from one place to another.

When you work with arrays from external APIs, shapes can vary. One endpoint says the license looks
like ['key' => 'lic_123', 'name' => 'License']. Another says it's ['id' => 1, 'title' =>
'License']. That leads to scattered conditionals and brittle key lookups. A typo in a key name can
survive until production, and your IDE cannot autocomplete keys it does not know.

With DTOs, you say: "Here's what a license always looks like. Here are its properties and types."

Now your IDE knows. Your type checker knows. Everyone knows. The readonly keyword means once
you create this DTO, it doesn't change. DTOs are snapshots. They represent data as it was at a
specific moment. You don't modify them; if you need different data, you create a new DTO. This pairs
with type safety: you know exactly what you have, and it won't mutate under your feet.
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Three Layers: Model, DTO, Resource

Here's where people get confused, so let me be super clear.

Models, These are your Eloquent models that talk to the database. A License model might have
relationships, database timestamps, accessor methods, all kinds of database-specific stuff. That's
fine. Models are for your database layer.

DTOs, Data transfer objects. They flow between layers in your system. You fetch raw data from an
external API, map it to a DTO, and suddenly everything inside your codebase works with typed
objects. DTOs never touch the database. Ever. They're purely for shuttling typed data around.

Resources, These are what you send to consumers. They're what transforms your typed DTO into
the shape your API actually returns. Same license, but now it's formatted for the outside world.

API Response (raw JSON/array)
    ↓
Mapper: "Convert this to a typed DTO"
    ↓
Controller receives: LicenseDTO $license
    ↓
Resource: "Transform this DTO into API JSON"
    ↓
Response Wrapper: "Add status, headers, send it"

Each layer does one job and knows nothing about the others. Models don't care about API responses.
Resources don't care about database queries. DTOs just sit in the middle holding typed data.
Beautiful.

The DTO is your internal contract. "Here's all the data we have about a license."

The Resource is your external contract. "Here's what we're willing to expose about a license."

The Response Wrapper is your HTTP contract. "Here's how we structure the JSON we send
you."

All three layers work together. DTOs give you type safety. Resources give you security. Response
Wrappers give you consistency. That's the power of these boring, predictable patterns.

Resources: Model-to-JSON Transformation

Now that you've got typed DTOs flowing through your system, the next step is Resources. They take
those typed DTOs and shape them into the exact JSON your API sends to consumers.

In Laravel, Resources traditionally transform Eloquent Models to JSON. Here, they serve the same
purpose but transform our typed DTOs instead. The principle is identical: Resources control what
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data leaves your API. Resources are your final transformation layer before data leaves your API. A
Resource is a class that takes your typed DTO and transforms it into the exact JSON structure your
API consumers see.

Here's the thing: your DTOs and models contain everything. Every field, every relationship, every
piece of internal logic. Your API shouldn't expose all of that. You might have fields like
internal_notes, monthly_cost, security_key, profit_margin. Your API consumers shouldn't see
those. Ever.

Without Resources, you're one mistake away from exposing something sensitive. A developer might
return a full model: return $license->toArray(). Boom. Now your API is leaking cost information to
competitors. Now API keys meant for internal use are in the wild. Now you have a security incident.

Resources prevent this. They're an explicit whitelist of what your API exposes. Nothing leaves your
controller unless you explicitly put it in the Resource's toArray() method.

// app/Http/Resources/LicenseResource.php
/** @property LicenseDTO $resource */
final class LicenseResource extends JsonResource
{
    public function toArray(Request $request): array
    {
        return [
            'key' => $this->resource->key,
            'name' => $this->resource->name,
            'domains' => $this->resource->domains,
            'created_at' => $this->resource->created_at,
        ];
    }
}

The $this->resource is your DTO or model. You pick which properties to expose. You can rename
them if needed (license_name → name). You can compute new values. You can include related
resources conditionally. You control everything that leaves your API.

This is why Resources matter: they establish three distinct layers, internal data, transformation logic,
and API output, each with a clear, enforcing boundary.

Your DTO should have everything you need. All the data, all the relationships, everything
internal. That's fine. It's typed, it's immutable, it's safe to pass around.

Your Resource is the gatekeeper. It's where you decide "this field is safe to expose," or "this field
is internal only." You iterate through your DTO properties and explicitly whitelist what goes into the
JSON. Nothing is implicit. Everything is intentional.

Your API response is predictable. Consumers only see what the Resource explicitly includes. The
Resource defines whether fields like monthly cost are exposed, so you can confirm output by
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reviewing a single file. When your requirements change, when you add new internal fields to your
DTO, your API doesn't accidentally expose them. The Resource still only exposes what it whitelists.
That's safety.

Resources add a lot of benefits to your solution:

Security through explicitness. You explicitly declare which fields are API-safe. Nothing sneaks out
by accident. No accidental exposure of internal data, costs, or secrets. Your frontend and mobile
developers get exactly what you decided they should get, nothing more.

Flexibility without coupling. When your database schema changes, your DTO adds new
properties, or an external API adds fields, your controllers and public API remain stable. You change
the Resource's toArray() method once, and all your endpoints automatically use the new shape. No
scattered changes, no inconsistency.

Consistency across endpoints. Every endpoint that returns licenses uses LicenseResource. Every
endpoint that returns users uses UserResource. The transformation is consistent everywhere, so
clients write one parser and it works across endpoints. Code reviews are simpler because output
shape is centralized in the Resource.

Computed properties and conditional data. Resources let you compute new values on the fly.
Maybe you want to include a url field that's computed from the key. Maybe you want to
conditionally include permissions based on the current user. The Resource handles all of this
dynamically.

Mappers: The Glue

Mappers convert raw data to DTOs. They accept data in whatever shape comes from the external API
or database, validate and transform that data by handling missing fields and type conversions like
parsing date strings, and return a guaranteed typed DTO with properties you know exist.

Mappers are pure functions: they take input and return output with no side effects, no database
calls, no mutating global state. This makes them incredibly easy to test and reason about. Because
they're pure, you can use the same mapper everywhere, your controller uses it, your command-line
jobs use it, your API webhook handlers use it. Everyone gets the identical transformation every time.
This reusability is powerful because it means you're never duplicating the logic to convert raw data
into typed objects.

final readonly class LicenseDTOMapper
{
    /**
     * @param  array<string, mixed>  $license
     */
    public static function toDTO(array $license): LicenseDTO
    {
        $key = $license['key'] ?? null;
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        $name = $license['name'] ?? null;
        $created_at = $license['created_at'] ?? null;

        if (! is_string($key) || ! is_string($name) || !
is_string($created_at)) {
            throw new RuntimeException(
                'Statamic license response is malformed:
'.json_encode($license)
            );
        }

        // A license with no domains is valid; tolerate an absent or non-array
field.
        /** @var array<string> $domains */
        $domains = is_array($license['domains'] ?? null)
            ? array_values($license['domains'])
            : [];

        return new LicenseDTO(
            key: $key,
            name: $name,
            domains: $domains,
            created_at: $created_at,
        );
    }

    /**
     * @param  Collection<int, array<string, mixed>>  $licenses
     * @return Collection<int, LicenseDTO>
     */
    public static function toDTOCollection(Collection $licenses): Collection
    {
        return $licenses->map(self::toDTO(...));
    }
}

This is where the boundary earns its keep. A missing domains is fine and gets an empty array. A
missing key is not fine, and the mapper says so loudly, at the edge, with the offending payload
attached — rather than letting a null travel three layers inward and fail somewhere that cannot
explain itself.

toDTOCollection takes and returns a Collection rather than an array, so the result keeps working
with everything else in the framework, and self::toDTO(...) is a first-class callable — the mapper
is passed as a function, not wrapped in a closure that only forwards its argument.

Mappers also serve as the crucial abstraction boundary between your external data sources and your
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internal system. Your controller never sees the raw API response. The mapper ensures that
everything inside your codebase works with typed DTOs. When the external API changes its response
format, and it will, you only update the mapper. Your entire application continues working because
it's already receiving the standardized DTO format it expects.

// Raw data from Statamic API
$rawData = [
    'key' => 'lic_123',
    'name' => 'My License',
    // domains is missing!
    'created_at' => '2026-02-18T10:30:00Z',
];

// Mapper transforms it
$dto = LicenseDTOMapper::toDTO($rawData);

// Now you have a guaranteed LicenseDTO
echo $dto->key;        // 'lic_123' �
echo $dto->name;       // 'My License' �
echo $dto->domains;    // [] � (defaults to empty)
echo $dto->created_at; // Carbon instance �

Your external API returns a messy array. Keys might be missing. Dates come as strings. The domains
array might not even exist if there are no domains.

A mapper's job is to say: "I don't care how messy the input is. I promise to give you back a clean,
typed LicenseDTO every single time."

The mapper handled the missing domains field gracefully with $data['domains'] ?? []. It parsed
the date string into a Carbon instance and ensured every property exists and has the right type.

What about Testing mappers? It becomes trivial because they're pure functions. To test your entire
flow, you don't mock HTTP responses or spin up external APIs. You simply create a test array and
pass it to the mapper:
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// tests/Feature/Test.php
test('mapper handles missing optional fields', function () {
    $rawData = [
        'key' => 'lic_test',
        'name' => 'Test License',
        'created_at' => '2026-02-18T10:00:00Z',
        // domains is missing
    ];

    $dto = LicenseDTOMapper::toDTO($rawData);

    expect($dto->domains)->toBe([]);
    expect($dto->key)->toBe('lic_test');
});

Done. You've verified the mapper handles the case. Now you know that when the API sometimes
omits the domains field, your code won't break.

The Manager-Facade-Driver Pattern

My favorite! The Manager-Facade-Driver pattern is something you see throughout Laravel, in
caching, sessions, queuing, you name it. And once you understand it, you'll be able to apply it to
your own code.

The basic idea: you want to support multiple implementations of the same thing. Different license
providers. Different payment processors. Different storage backends. Instead of scattering
conditional logic all over your codebase, you create an extensible system.

Here's what this actually means in practice: you can support Statamic CMS today and switch to
Filament or October CMS later with just a new driver, no existing code changes. Adding a new
implementation requires zero modifications to your existing system. Your application grows by
addition, not modification. That's powerful.

Beyond just flexibility, this pattern gives you clean, decoupled code. Your controller doesn't care
which provider is actually handling the request. It just calls a consistent interface. You mock the
entire driver for tests without touching your production code. The business logic stays pure and
testable, separated from the implementation details of any specific provider.

Step 1: Define the Contract (Interface)

Before you write a single driver, you need to agree on what a driver looks like. That's what an
interface is for. It's a contract, a promise that says "any license provider that implements this
interface will have these exact methods available with these exact signatures." You're not writing
the implementation yet, you're just defining the shape. You're saying "here are the three essential
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operations a license provider must support: listing licenses, adding them, and deleting them." No
implementation details, just the blueprint that all your drivers must follow.

In this API, we're establishing that every license provider must support three core operations. First,
licenses() returns a collection of all available licenses. Second, addLicense() creates a new license
with a name and domain. Third, deleteLicense() removes a license by its key. If a provider can't do
these three things, it doesn't belong implementing this interface. That's the whole point, the
interface enforces that minimum contract.

// app/Services/License/LicenseContract.php
interface LicenseContract
{
    public function licenses(): Collection;
    public function addLicense(string $name, string $domain): array;
    public function deleteLicense(string $key): ?array;
}

Here's the genius of this approach: your application doesn't care which provider you're actually
using. It doesn't need to know if you're talking to Statamic, Filament, October CMS, or a mock object
in your tests. Your code just says "give me something that implements LicenseContract" and then
calls the methods it knows will be there. That's polymorphism, the ability to work with many different
implementations through a single interface. It's the foundation of flexible, testable, maintainable
code.

Step 2: Create Specific Implementations (Drivers)

This step is where the contract becomes real. The interface defines what must be done, but each
provider has its own API shape, auth scheme, endpoints, and quirks. A driver isolates those details in
one place so the rest of your codebase never has to care. Instead of littering controllers and services
with conditionals like “if Statamic, call /sites; if Filament, call /licenses,” you keep the logic focused:
one driver per provider, one responsibility per class. That means swapping providers is additive,
testing is straightforward (mock the driver), and your business logic stays clean and consistent.
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// app/Http/Integrations/Statamic/StatamicAPI.php
final readonly class StatamicAPI implements LicenseContract
{
    use SendsRequests;

    public function __construct(
        protected PendingRequest $request,
    ) {}

    public function licenses(): Collection
    {
        return $this->send('GET', '/sites')->collect('data');
    }

    public function addLicense(string $name, string $domain): array
    {
        return $this->send('POST', '/sites', [
            'name' => trim($name),
            'domain' => trim($domain),
        ])->json('data') ?? [];
    }

    public function deleteLicense(string $key): ?array
    {
        return $this->send('DELETE', "/sites/{$key}")->json('data');
    }
}

Now you have a concrete driver that implements the interface. The StatamicAPI class knows exactly
how to talk to Statamic's REST API. It handles authentication, knows which endpoints to call, knows
how to parse responses, and transforms everything into the consistent format that the rest of your
application expects. It's a fully self-contained implementation of the contract. Someone reading this
code can immediately understand how Statamic integration works without having to hunt through
conditional logic scattered across your codebase.

We inject a PendingRequest into the constructor. This is Laravel's HTTP client, pre-configured with
authentication. Injecting it instead of hardcoding HTTP calls lets you swap in a mock for tests. Your
tests run instantly without making real network calls, and you control exactly what responses the
driver receives.

Separate drivers exist because different providers have wildly different APIs. Statamic might use
/sites endpoints with token authentication. Another CMS might use /licenses with OAuth. A third
might use GraphQL. By separating them, each driver only cares about its own provider. No if-
statements checking which provider you're using. No conditionals littering the code. Just one driver,
one provider, one focused implementation.
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/** @property-read PendingRequest $request */
trait SendsRequests
{
    /**
     * @param  array<array-key, mixed>  $data
     *
     * @throws RequestException|ConnectionException|InvalidArgumentException
     */
    protected function send(string $method, string $url, array $data = []):
Response
    {
        $maxAttempts = max(1, $this->intConfig('throttle_retry.max_attempts',
3));
        $attempt = 0;

        while (true) {
            $attempt++;
            $response = $this->dispatchRequest($method, $url, $data);

            if (! $response->failed()) {
                return $response;
            }

            // A 429 is refused before the upstream does any work, so retrying
            // it is side-effect-free regardless of the HTTP method.
            if ($response->status() === 429 && $attempt < $maxAttempts) {
                $this->backoffForThrottle($response, $attempt);

                continue;
            }

            throw new RequestException(response: $response);
        }
    }

    /**
     * @param  array<array-key, mixed>  $data
     */
    private function dispatchRequest(string $method, string $url, array $data):
Response
    {
        return match ($method) {
            'GET' => $this->request->get($url, $data),
            'POST' => $this->request->post($url, $data),
            'PUT' => $this->request->put($url, $data),
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            'PATCH' => $this->request->patch($url, $data),
            'DELETE' => $this->request->delete($url, $data),
            default => throw new InvalidArgumentException(
                message: "Invalid HTTP method '{$method}'. Expected one of:
GET, POST, PUT, PATCH, DELETE",
            ),
        };
    }

    /**
     * Honour the upstream's Retry-After when it gives one, else back off
     * exponentially — clamped, so a single call cannot outlast the worker's
     * job timeout and take the whole job down with it.
     */
    private function backoffForThrottle(Response $response, int $attempt): void
    {
        $base = max(0, $this->intConfig('throttle_retry.base_delay_ms', 500));
        $max = max(0, $this->intConfig('throttle_retry.max_delay_ms', 5000));

        $retryAfter = $response->header('Retry-After');
        $delayMs = is_numeric($retryAfter)
            ? (int) ((float) $retryAfter * 1000)
            : $base << ($attempt - 1);

        $delayMs = max(0, min($delayMs, $max));

        if ($delayMs > 0) {
            usleep($delayMs * 1000);
        }
    }
}

Three decisions in that trait are worth naming.

It lives in a shared package, not in the service. Every driver in every service that sends an HTTP
request gets the same retry behaviour without anyone remembering to add it — which is the only
way a cross-cutting concern actually stays cross-cutting.

It retries only on 429. A 429 means the upstream refused the request before doing any work, so
replaying it is safe whatever the method. That reasoning does not extend to a 500, where you have
no idea how far the other side got; those throw immediately.

And the backoff is clamped. An upstream that returns Retry-After: 3600 is asking your worker to
sleep for an hour inside a job that will be killed long before that. Honour the hint, but never past your
own timeout.
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Step 3: Create the Manager (Factory + Router)

Here's where the extensibility really pays off. The Manager is an intelligent factory that knows how to
create drivers on demand. It's also a router that knows which driver to use and when. When your
application says "get me a license provider," the Manager says "One moment, let me check what you
need and create it for you." It's the orchestrator between your code and the specific
implementations.

// app/Services/License/LicenseManager.php
class LicenseManager extends Manager
{
    protected function createStatamicDriver(): LicenseContract
    {
        return new StatamicAPI(
            Http::withToken(config('services.license.drivers.statamic.token')),
        );
    }

    public function getDefaultDriver(): string
    {
        return config('services.license.default');
    }

    public function driver(string $driver = null): LicenseContract
    {
        return parent::driver($driver);
    }
}

The createStatamicDriver() method is where the driver is constructed. Laravel's Manager class
uses convention: when you ask for the "statamic" driver, it automatically calls
createStatamicDriver(). No registration needed, no mapping files. Just follow the naming pattern
and Laravel finds it. We fetch the API token from configuration and pass a pre-configured HTTP client
to the driver. The driver is ready to use immediately.

The getDefaultDriver() method returns which driver to use if you don't explicitly ask for another
one. So when you call LicenseFacade::licenses() without specifying, the Manager looks at your
config and says "okay, the default is Statamic, I'll use that." This keeps your application flexible, you
can change the default driver just by changing an environment variable.

Notice we're pulling credentials from config('services.statamic.token'), not hardcoding them. In
production that comes from a real API token in your environment. In testing that comes from a test
token. The Manager passes configuration to the driver but never knows or cares where it came from.
That separation is crucial for flexibility.
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Underneath all this sits Laravel's base Manager class, which handles caching driver instances so you
don't create new ones repeatedly, routing between drivers if you have multiple, and calling your
custom creator methods. You don't have to implement all that plumbing, you just provide the
createXxxDriver() method and trust that Laravel handles the rest. That's the power of using
inheritance and convention.

Step 4: Create the Facade (Easy Access)

// app/Facades/LicenseFacade.php
class LicenseFacade extends Facade
{
    protected static function getFacadeAccessor(): string
    {
        return LicenseManager::class;
    }
}

A Facade is a convenient shorthand. Instead of reaching into the service container and calling
methods on the Manager, you can just call static methods on the Facade. It also makes the code
more readable. Compare these:

// Without facade - verbose
app(LicenseManager::class)->driver()->licenses();

// With facade - concise
LicenseFacade::licenses();

The Facade is just syntactic sugar. Under the hood, LicenseFacade::licenses() calls
app(LicenseManager::class)->licenses(). But it reads better in code.

getFacadeAccessor(): This method tells Laravel "when someone calls a method on this Facade,
forward it to the LicenseManager instance in the service container." It's the connection between the
Facade and the actual Manager.

Static calls are allowed: Facades allow you to call methods statically even though they're actually
instance methods on the Manager. This is done through PHP's __callStatic() magic method. It's
wonderfully convenient.

Step 5: Register in the Service Provider

Registering the Manager in a service provider is required because Laravel does not automatically
know how to construct your custom Manager class. When your controller needs a LicenseManager,
Laravel must know how to create it. The service container manages instantiation and lifecycle, so
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you register the Manager there. Without registration, Laravel cannot resolve the class for injection or
use. The service provider is the bootstrap mechanism that ensures your Manager exists and is ready
before the first request.

For this API, we use a dedicated LicenseServiceProvider to keep concerns organized. This is cleaner
than dumping everything in the AppServiceProvider:

// app/Providers/LicenseServiceProvider.php
final class LicenseServiceProvider extends ServiceProvider
{
    public function register(): void
    {
        $this->app->singleton(LicenseManager::class);
    }

    public function provides(): array
    {
        return [LicenseManager::class];
    }
}

Then register it in bootstrap/providers.php:

// bootstrap/providers.php
return [
    \App\Providers\AppServiceProvider::class,
    \App\Providers\LicenseServiceProvider::class,
];

Register behavior. The register() method tells Laravel's container "when someone asks for
LicenseManager, create an instance and keep it forever."

Singleton behavior. singleton() means Laravel creates the Manager once and reuses the same
instance everywhere. This is important because the Manager caches driver instances. If you created
a new Manager each time, you'd lose the cache.

The provides() method: This tells Laravel what services this provider offers. It's optional but
helpful for debugging and optimization, Laravel knows what to expect from this provider.

Separate provider. By creating a dedicated LicenseServiceProvider, we keep the license system
organized. As your API grows and you need multiple managers (payment providers, notification
services, etc.), each gets its own provider. This keeps each provider focused and testable.

Execution timing. Providers are registered when the application boots. The register() method is
called before anything else uses the Manager, ensuring it's ready to go.
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Step 6: Use in Your Controller

This is where everything comes together. Your controller is simple because the work happens
elsewhere. Each method has one job: take the request, use the facade to get data, transform it if
needed, and return a response.

Look at the show() method. It calls LicenseFacade::licenses() and gets back data. The mapper
transforms it to typed DTOs. The Resource transforms those to JSON. The Response Wrapper
packages it. Five lines that are crystal clear about what's happening. No switch statements figuring
out which driver to use. No if-statements checking configurations. No API calls buried in the logic.
Just clean, straightforward code that reads like documentation for itself.

// app/Http/Controllers/LicenseController.php
public function show(): Responsable
{
    return new CollectionResponse(
        data: LicenseResource::collection(
            resource: LicenseDTOMapper::toDTOCollection(
                licenses: LicenseFacade::licenses(),
            ),
        )
    );
}

Your controller never has to worry about juggling arrays or missing keys. The controller only focuses
on orchestration. Here's what actually happens when a request comes in:

1. GET /api/licenses arrives

2. Controller's show() method runs

3. LicenseFacade::licenses() calls external API
   Returns: ['key' => 'lic_123', 'name' => 'License', ...]

4. LicenseDTOMapper::toDTOCollection() converts it
   Returns: [LicenseDTO(...), LicenseDTO(...), ...]
   Type: array of LicenseDTO
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5. LicenseResource::collection() transforms each DTO
   Only exposes whitelisted fields, computes values

6. CollectionResponse packages it
   Adds status code, headers, JSON structure

7. Client gets:
   {
     "items": [
       { "key": "lic_123", "name": "License", "domains": ["example.com"], ... }
     ]
   }

Each step and each transformation is explicit and testable.

The create() method is equally obvious. It receives a validated request (thanks FormRequest),
passes the data to the facade, maps and transforms the result, and returns it with a 201 status code.
One request, one transformation, one response. A junior developer reads this once and understands
it completely.

// Good: Thin controller delegating work
public function create(CreateLicenseRequest $request): Responsable
{
    return new ModelResponse(
        data: new LicenseResource(
            resource: LicenseDTOMapper::toDTO(
                LicenseFacade::addLicense(
                    name: $request->validated('name'),
                    domain: $request->validated('domain'),
                )
            ),
        ),
        status: Response::HTTP_CREATED, //201
    );
}

See the pattern? Every method is a straight pipeline from input to output: responsable → resource →
mapper → facade.

The destroy() method does something interesting, it defers the actual deletion to happen in the
background and immediately returns a 202 Accepted response. This is how you handle async
operations gracefully. The client knows the deletion is queued and will happen soon, and they don't
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have to wait for the external API to respond.

The HTTP status code becomes important here. Notice that we're explicitly passing the status
parameter as Response::HTTP_ACCEPTED (or 202). This is necessary because MessageResponse
defaults to HTTP 200, and we need a different status code to signal that the operation is being
processed asynchronously rather than completed immediately.

// app/Http/Controllers/LicenseController.php
public function destroy(string $key): Responsable
{
    defer(
        callback: fn () => LicenseFacade::deleteLicense(
            key: $key,
        ),
    );

    return new MessageResponse(
        message: Lang::get('messages.delete_queued'),
        status: Response::HTTP_ACCEPTED, //202
    );
}

Return HTTP 202 (Accepted) to signal "I received this, it's being processed." Return HTTP 200 (OK) to
signal "Here's your confirmation." Your API consumers read the status code and understand the
contract. They know 202 means "wait for a webhook or poll for status." They know 200 means "it's
done." This clarity reduces confusion and improves the user experience.

There's something remarkable about these three methods: they contain not a single $ variable. No
intermediate assignments. No temporary holding places for data in transit. The logic flows directly
from input to output, method calls nested inside method calls, each return value piped straight into
the next parameter.

This pattern is possible because named arguments and dependency injection work beautifully
together. Because each layer returns exactly what the next layer needs, you don't need temporary
variables to hold results between steps. Each variable is another thing your brain has to track and
that creates cognitive load.

When you compose the calls directly, you eliminate that burden.

You read it top-to-bottom, and the data flow is obvious. No intermediate state to track. No mutations
hiding in variables. The data flows through the pipeline, each step transforming it, nothing modified
after creation. This immutable pipeline style makes the code harder to get wrong. You can't
accidentally reuse a variable. You can't put something in a variable, forget about it, and accidentally
pass the old value. Each value exists exactly once, travels through exactly one path, and gets
consumed exactly once.

The absence of $ isn't a quirk, it's a architectural signal. It indicates that each component is doing
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one thing well, transforming input to output with no hidden state or side effects. It means testing is
simpler because you know nothing unexpected can happen. It means refactoring is safer because
there are no state dependencies to break.

Here's what makes this genuinely powerful: your controller doesn't know which provider it's using. It
doesn't care if you're talking to Statamic, Filament, or a mock. It just calls the facade. The facade
knows which driver to use based on configuration. Everything underneath is completely decoupled
from your HTTP layer, which means in tests you can inject a mock driver and your controller behaves
exactly the same way. You're testing controller logic and response formatting without making real
API calls or dealing with network latency. That's when you know your architecture is working.

Step 7: Switch Providers via Configuration

Here's where all the architecture pays off. Your .env file has a single setting:

// .env file
LICENSE_DRIVER=statamic

Change that one line and the whole application switches providers. One environment variable
controls it. No code changes, no controller redeploys. Update .env and you’re done. Your team
doesn’t have to touch the Controller, the Facade, or the Manager registration.

// config/services.php
'license' => [
    'default' => env('LICENSE_DRIVER', 'statamic'),
    'drivers' => [
        'statamic' => [
            'url' => env('STATAMIC_API_URL', 'https://statamic.com/api/v1'),
            'token' => env('STATAMIC_API_TOKEN', null),
        ],
    ],
],

Think about what this actually means. In development, you set LICENSE_DRIVER=local and get
instant mock responses without any API calls. Your tests run fast, your feedback loop is tight. In
staging, you flip to LICENSE_DRIVER=test and hit the test environment. In production, it's
LICENSE_DRIVER=statamic with production credentials from your environment variables.

Your controller code doesn't change. Your service provider doesn't change. Your entire application
looks identical across all three environments. The only difference is a single line in .env. That's the
entire point of this architecture.

If you need to support a new provider by next week, write a new driver class, create a
createNewProviderDriver() method in the Manager, and change .env. No if-statements scattered
through your code. No conditional checks sprinkled across your controllers. No risk of accidentally
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using the wrong provider in the wrong place.

When you need to migrate license providers on a deadline, you avoid refactoring the entire
codebase. You write one focused driver class and change one environment variable. Everything
keeps working, tests keep passing, and the API stays live.

Putting It All Together

HTTP Request (e.g., POST /api/license with Bearer token)
    ↓
Router (routes/api.php matches the request)
    ↓
Controller Action (LicenseController::create)
    ↓
FormRequest Validation (CreateLicenseRequest checks input)
    ↓
Service/Facade (LicenseFacade calls API or database)
    ↓
External API or Database (fetch actual data)
    ↓
Mapper (convert to DTO)
    ↓
Resource (DTO → JSON)
    ↓
Response Wrapper (format in standard structure)
    ↓
JSON Response to Client

Each layer has a single responsibility. Each layer is testable. Each layer is replaceable. This is the
foundation that everything else builds on.
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Chapter 3: Authentication & Security

You can't ship an API without thinking about security. And the good news is that security doesn't
require complex architecture. It requires consistent, enforced patterns.

This chapter builds a production-grade security system that uses simple, proven patterns applied
everywhere. No theories, no complex abstractions. Just practical approaches that have protected
billions of API requests in production. You'll understand how stateless Bearer tokens work, why
caching them matters for performance, how middleware enforces security at every layer, what
makes rate limiting effective, and how to validate requests at the boundary so bad data never
reaches your controllers.

One principle guides everything: Security is a default, not an opt-in feature. Authentication
isn't something you add later. Rate limiting isn't something you remember. Domain validation isn't
something you hope for. They're all built in. Follow the patterns in this chapter and security becomes
automatic, embedded in your architecture, enforced everywhere without exception.

Why Bearer Tokens

Before we implement bearer tokens, let's address the obvious question: why this approach?

This API is service-to-service, not user-facing. There's no "user login" happening. There are no
sessions, no cookie-based authentication, no user profiles. Instead, backend systems call this API to
manage licenses. A deployment system calls it. A billing system calls it. Other microservices call it.
These callers need authentication, but a totally different kind than a web user.

OAuth 2.0 and Laravel Sanctum are excellent for user-facing APIs. They handle user impersonation,
personal access tokens, SPA authentication, all the complexities of representing individual humans.
But we don't need any of that. We need a ultra-simple mechanism: prove you have a valid token,
and you get access.

Ryan Chandler's ryangjchandler/bearer package solves exactly this problem. It's minimal: a token
model, basic hashing, expiration handling, that's it. No user concepts. No session state. No
complicated flows. Just stateless token lookup and validation.

A Framework Consistency Exception: You'll notice throughout this guide we emphasize following
Laravel conventions and using the framework's built-in solutions. Authentication is the one
intentional exception. Why? Because choosing the right tool matters more than choosing a
Laravel tool. Sanctum is built into Laravel and solves important problems. But it solves a different
problem than what we have. Using the wrong tool "correctly" is worse than using the right tool well.
If we forced Sanctum's user-based authentication model into a service-to-service context, we'd be
fighting the framework rather than flowing with it. Instead, we chose a minimal, purpose-built
package that fits our actual needs perfectly, and we extend it following Laravel patterns. This is not
framework rebellion; it's framework pragmatism.

https://github.com/ryangjchandler/bearer
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We chose this package over Sanctum for three reasons:

One: Purpose-built. Sanctum assumes you're building a multi-user application with user
authentication. Its complexity reflects that. Bearer tokens from Chandler's package are designed
exactly for service-to-service requests where tokens represent systems, not people.

Two: Avoid complexity. Sanctum forces you to think about personal access tokens, user
impersonation, SPA sessions. None of that applies here. The fewer concepts you have to carry in
your head, the fewer bugs you'll introduce.

Three: Flexibility. We extend Chandler's simple Token model to add our own Bearer model with
properties like settings and domains. Sanctum's user model assumptions would fight us at every
step.

Here's the brutal truth: most security failures don't come from missing complex infrastructure. They
come from inconsistency and forgotten edge cases. A simple system applied everywhere beats a
complex system applied inconsistently.

The Bearer Token Model

Ryan Chandler's bearer package provides a minimal token authentication system: a base Token
model, secure token hashing, expiration handling, and a VerifyBearerToken middleware. It handles
the fundamental security need: lookup a token from the Authorization: Bearer ... header, verify
it exists in the database, and authenticate the request. That's it. No user concepts, no sessions, no
relationships to a User model. Perfect for service-to-service APIs.

But the base Token model is intentionally generic:

token: The hashed token string
domains: AsArrayObject:class
expires_at: Expiration timestamp
Timestamps (created_at, updated_at)

This covers basic token validation but nothing more. For our multi-tenant API, we need additional
fields that the package doesn't assume. Extending the base Token model is the right approach: we
inherit all the security hardening from the package (hashing, validation, middleware) but add our
own properties specific to this API's needs.

Here's why we extend instead of building from scratch:

Security Hardening: The package handles token hashing correctly using bcrypt (secure, salted,
timing-safe). Building this ourselves introduces risk.

Proven Middleware: VerifyBearerToken middleware from the package is battle-tested. We extend
it with custom domain validation logic rather than reinventing authentication.

Convention: The package follows Laravel patterns. Our custom Bearer model uses standard
Eloquent features (casts, relationships, factories).
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Minimal API Surface: The package is small (one model, one middleware). We're not fighting a
complex framework. We're extending simplicity.

Here's our custom Bearer model extending the package's base Token:

// Lives in the shared infrastructure package, not in any one service — every
// service authenticates against the same model rather than its own copy.
final class Bearer extends Token
{
    /** @use HasFactory<BearerFactory> */
    use HasFactory;

    protected function casts(): array
    {
        return [
            'domains' => 'array',
            'expires_at' => 'datetime',
            'settings' => 'array',
        ];
    }

    protected static function newFactory(): BearerFactory
    {
        return new BearerFactory;
    }
}

All three casts are load-bearing. settings and domains are the two fields the package does not know
about, and expires_at has to be a date object or every expiry comparison in the codebase silently
compares strings.

Put the model in the shared package rather than in the service. Authentication is the one thing every
service in a fleet does identically, and a per-service copy is a per-service opportunity to drift.

Four properties actually matter on our Bearer model:

token (inherited from package): The actual token string. The package hashes this with bcrypt on
creation. When a client sends Authorization: Bearer abc123xyz, the package extracts abc123xyz
and checks it against the hashed version stored here. This is secure because we never store or
compare plain tokens; only hashes are persisted.

expires_at (inherited from package): When the token dies. The package includes this field; we just
ensure it's cast to a DateTime object so we can do comparisons like $token->expired and
$token->expires_at->diffInSeconds(now()). Tokens are your revocation mechanism: let them
expire rather than actively deleting them.

domains (inherited from package): Optional list of allowed domains. The package doesn't include this.
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We add it to restrict token usage to specific origins. If Partner A's token only works from partner-
a.com, an attacker who steals the token from attacker.com gets rejected. Multi-partner security in
one field.

settings (custom field, we add this): JSON property holding per-token configuration. The package
doesn't include this either. This is where multi-tenancy lives. Each token carries its own driver choice
and credentials:

{
    "license": {
        "driver": "statamic",
        "token": "statamic_abc123_secret"
    }
}

Partner A's token says "use Statamic with my credentials." Partner B's token says "use Statamic with
their credentials." Same API, different backends, no tenant tables, no complex routing. Configuration
is baked into the token.

created_at, updated_at (inherited from package): Timestamps. Standard Eloquent behavior. Useful
for auditing.

Why This Design?

The package gives us security. We add flexibility. By extending rather than replacing, we get:

Security by inheritance: Hashing, timing-safe comparisons, proven patterns
Flexibility by extension: Custom fields for our specific requirements
Testability: Factories create Bearer tokens with various configurations
Auditability: Timestamps track when tokens were created

When you create a Bearer token in code or tests, you're creating an instance of our custom model,
which automatically inherits all the hashing and validation behavior from the package:

// In code or tests
$bearer = Bearer::factory()
    ->withDomains(['https://partner-a.com'])
    ->create();

// Behind the scenes:
// - Package hashes the raw token
// - Our custom model adds domains and settings
// - Factories handle realistic test data

The package handles "is this token real?" Our model handles "what's this token allowed to do?"
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Token Caching: The Performance Multiplier

Here's the most important optimization in this chapter: cache tokens in memory instead of
querying the database every request.

Let's do the math. Start with a realistic baseline: a service-to-service API handling 60 requests per
minute. Each request validates a Bearer token. Without caching:

60 requests/min = 60 database queries/min
Call it 3,600 queries per hour in normal operation
Multiply across multiple staging environments and you're easily 5-10k queries per hour

Not catastrophic, but also not free. Each query hits the database, uses a connection, adds latency to
the response.

But here's where it matters: this is a service-to-service API. Unlike user-facing APIs that serve
millions of occasional requests, service-to-service APIs handle fewer distinct callers making repeated
requests. A deployment system might poll your API thousands of times per hour. A billing service
runs batch operations against your API constantly. Organization integrations hit your endpoints
repeatedly throughout the day.

Scale happens fast. That baseline 60 requests/min can easily jump to 600, then 1000+ as more
partners integrate. When you reach 1000 requests per minute, the math changes dramatically:

Without caching at 1000 requests/min:

1000 requests/min = 1000 database queries/min = 60,000 queries per hour
Your database connection pool gets stressed
Each query adds 5-10ms of latency
Every response is slightly slower
Under load spikes, database becomes the bottleneck

With caching at 1000 requests/min:

1000 requests/min against cache = instant hits (< 1ms)
Only new tokens cause database queries
In steady state with repeated callers: roughly 50-100 database queries per hour
99% reduction in database load
Responses stay fast even under 10x traffic spikes

That is where caching becomes critical. You go from a scalability problem to a non-problem. Your
database can handle 1000 requests per minute when you're querying it once per hour instead of
60,000 times.

However, earlier in this guide, we emphasized avoiding premature optimization and not solving
problems you don't have yet. Token caching is the exception, and here's why. Adding caching costs
nothing, a few lines of code in a trait, reused in two places. It adds zero complexity to your system.
But it unlocks 10x scalability for free. Most importantly, scaling from 60 requests/min to 1000
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requires zero code changes. You deploy the same application. You add more servers, increase
your cache TTL, adjust database pool sizes. Infrastructure scaling, not code changes. That's the
hallmark of correct architecture: you built it right, so growth is a deployment problem, not a
refactoring problem. This is different from speculative architecture built for a problem you might
never encounter. Caching is proven, simple, and essential from day one in any authentication
system. Build it now and thank yourself later.

Here's how it works:
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trait CachesBearerTokens
{
    private function rememberBearerToken(string $token): ?Model
    {
        $cache = $this->resolveBearerCacheRepository();
        $cacheKey = $this->buildBearerCacheKey($token);

        $cached = $cache->get($cacheKey);
        if ($cached instanceof Model && $this->isCachedTokenStillValid($cached,
$token)) {
            return $cached;
        }

        // The model class is resolved from config, so a service can supply its
        // own without the trait knowing anything about it.
        $bearerModel = config('webplo.bearer_model', Bearer::class);
        /** @var class-string<Model> $bearerModel */
        $bearer = $bearerModel::where('token', $token)->first();

        if ($bearer === null) {
            return null;
        }

        $cache->put($cacheKey, $bearer,
$this->calculateBearerCacheTTL($bearer));

        return $bearer;
    }

    private function resolveBearerCacheRepository(): Repository
    {
        $store = config('webplo.bearer_cache_store');

        return is_string($store) && $store !== ''
            ? Cache::store($store)
            : Cache::store();
    }
}
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private function calculateBearerCacheTTL(Model $bearer): int
{
    /** @var \DateTimeInterface|string|null $expiresAt */
    $expiresAt = $bearer->getAttribute('expires_at');

    if (! $expiresAt) {
        return 3600; // No expiry: an hour is long enough to help, short enough
to forget.
    }

    $secondsUntilExpiry = now()->diffInSeconds($expiresAt, absolute: false);
    $ttlConfig = config('webplo.bearer_cache_ttl', 'token_expiration');

    return match (true) {
        is_int($ttlConfig) => $ttlConfig,
        // Expire the cache entry five minutes BEFORE the token itself.
        $ttlConfig === 'token_expiration' => (int) max(1, $secondsUntilExpiry -
300),
        default => (int) max(1, min($secondsUntilExpiry, 3600)),
    };
}

The buffer is the part worth stealing. Cache a token for exactly as long as it is valid and you have
built a race: the entry expires at the same instant the token does, and a request arriving in that
window can be served a token that is valid in cache and dead in the database. Subtracting five
minutes means the cache always gives up first, and the database is always the one that decides.

The same reasoning explains the revalidation on read. A cached model is only trusted if its token still
matches — otherwise a token revoked a minute ago keeps working until its TTL runs out, which is
precisely the moment you least want it to.

The beutiful part is this: anyone who needs to the "rememberBearerToken" can call this trait. any
middleware. The LicenseServiceProvider uses it. Both hit the same cache key. So:



60

Request arrives
    ↓
Middleware calls rememberBearerToken()
    → First request to the token: database query, cache for TTL, return
    → Second request in same hour: cache hit, no database query
    ↓
LicenseServiceProvider calls rememberBearerToken()
    → Same cache hit from middleware, no additional query
    ↓
Controller executes with token already validated and configured

One database query, two validations, infinite scalability.

Dynamic Configuration via Token Settings

The LicenseServiceProvider is where the settings property comes to life. When a request arrives
with a token, the provider examines the token's settings and configures the application for that
specific integration.

// app/Providers/LicenseServiceProvider.php
final class LicenseServiceProvider extends ServiceProvider
{
    use CachesBearerTokens;

    public function register(): void
    {
        $this->app->singleton(LicenseManager::class);
    }

    public function boot(): void
    {
        $token = request()->bearerToken();
        if (! $token) {
            return;
        }

        // Get cached Bearer instance (same cache hit as middleware)
        $bearer = $this->rememberBearerToken($token);
        if (! $bearer instanceof Bearer) {
            return;
        }

        // Extract configuration from token settings
        $settings = $bearer->settings;
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        if (! is_array($settings)) {
            return;
        }

        $licenseSettings = $settings['license'] ?? null;
        if (! is_array($licenseSettings)) {
            return;
        }

        // Set which driver to use (Statamic, Filament, etc.)
        $driver = $licenseSettings['driver'] ?? null;
        if (! is_string($driver)) {
            return;
        }

        Config::set('services.license.default', $driver);

        // Set driver credentials (e.g., Statamic API token)
        $driverToken = $licenseSettings['token'] ?? null;
        if (is_string($driverToken)) {
            Config::set("services.license.drivers.{$driver}.token",
$driverToken);
        }
    }
}

Real example. You create two Bearer tokens:

Token 1: Used by Partner A

{
    "license": {
        "driver": "statamic",
        "token": "partner_a_statamic_token_secret"
    }
}

Token 2: Used by Partner B
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{
    "license": {
        "driver": "statamic",
        "token": "partner_b_statamic_token_secret"
    }
}

Both tokens authenticate to the same API. But Partner A's requests use Partner A's Statamic token.
Partner B's requests use Partner B's token. The same LicenseController, the same LicenseService,
the same everything. Just different configuration per token.

This is multi-tenancy without microservices, without routing complexity, without tenant tables in
your database. It's all in the token.

Middlewares

Middleware is the interceptor layer between a request arriving at your API and it reaching your
controller. Think of it as a series of doors the request must pass through. Each door can examine the
request, modify it, pass it through unchanged, or slam it shut and send the request back without
ever reaching your controller.

Every middleware does one job:

Validate a Bearer token exists
Check if the request exceeds a rate limit
Add security headers to the response
Log what happened
Detect the client's preferred language
Compress the response body

Each middleware receives a request, decides what to do with it, then passes it to the next
middleware in the chain. The response comes back through the same chain in reverse order, so each
middleware also gets a chance to transform the response before it leaves your API. That is why order
matters. A request rejected by authentication middleware never reaches rate limiting. A response
compressed last gets the proper content-length headers.

Think of it like an airport security line. Each checkpoint does one thing:

Check-in verifies your ticket.
Security scans your bags.
Passport control verifies your identity.
The gate confirms you're on the right flight.

If any checkpoint rejects you, you do not board. You do not move to the next checkpoint. Middleware
works the same way.
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In this API, the protected routes for LicenseController are grouped with route middleware. The
order is deliberate and matches how the request should be vetted:

// routes/api.php
Route::middleware([
    EnsureTokenIsValidMiddleware::class,
    'throttle:api-token',
    AddRateLimitHeadersMiddleware::class,
    LogApiRequestsMiddleware::class,
])->controller(LicenseController::class)->group(function () {
    // routes
});

The /health route stays public, so it does not use these route middleware. It only gets the global API
middleware we add later.

EnsureTokenIsValidMiddleware: Token Validation

Every API request must prove its identity. You cannot just accept any token that shows up in the
Authorization header. You need to verify it, check it has not expired, and optionally validate that
the request origin is allowed. That is what EnsureTokenIsValidMiddleware does.

This middleware extends VerifyBearerToken from Chandler's package, adding company-specific
validation logic on top of the base Bearer token verification:
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// app/Http/Middleware/EnsureTokenIsValidMiddleware.php
class EnsureTokenIsValidMiddleware extends VerifyBearerToken
{
    use CachesBearerTokens;

    public function handle(Request $request, Closure $next): Response
    {
        $token = $request->bearerToken();

        if (! is_string($token)) {
            return parent::handle($request, $next);
        }

        $foundToken = $this->rememberBearerToken($token);

        if (! $foundToken ||
            $foundToken->expired ||
            ! $this->isTokenValidForDomain($request, $foundToken)) {
            return parent::handle($request, $next);
        }

        return $next($request);
    }
}

When a request arrives, this middleware performs three critical checks in sequence:

The middleware first calls $request->bearerToken() to extract the token from the Authorization:
Bearer ... header. If there is no token at all, it immediately delegates to the parent handler, which
will reject the request with a 401. This is clean, because if there is no token, there is nothing custom
to validate.

Next, it calls $this->rememberBearerToken($token). This method from the CachesBearerTokens trait
checks the cache first, and if missed, queries the database with Bearer::where('token',
$token)->first() and caches the result. If the token does not exist in the database, the middleware
rejects with error code 401. If it does exist, you now have a Bearer instance with all its properties
available: expiration time, domain restrictions, settings, and everything else.

Once you have the Bearer instance, you check $foundToken->expired. This is a computed property
on the Bearer model that compares the token's expires_at timestamp against the current time. If it
is expired, rejecting with 401 is the right move. Expired tokens are useless.

Finally, if the token has domain restrictions configured, you validate that the request is coming from
an allowed domain. This is where isTokenValidForDomain() comes in. It allows you to bind tokens to
specific domains, adding an extra security layer.
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Token Extraction and Type Check
    ↓
Token Lookup and Existence
    ↓
Expiration Check
    ↓
Domain Validation

Domain validation is optional but powerful. Tokens can specify which domains are allowed to use
them. This is crucial in multi-account or partner scenarios where you want to ensure that a token
issued to a specific client can only be used from their domain.

The isTokenValidForDomain() method handles several edge cases:

Domains Configuration Check: First, it checks if domains are even configured on this token. If
$token->domains is empty, or if the global bearer.verify_domains configuration is disabled, domain
validation is skipped. This means you can use the same middleware everywhere, and it gracefully
skips domain checking for tokens that do not have domain restrictions. Flexibility without
complexity.

JSON Parsing: Domains might be stored as a JSON string in the database (if they came from an
external API or were set that way). The middleware tries to decode them: json_decode($domains,
true). If the decode fails or does not return an array, the token is rejected. This guards against
malformed data.

Exact Domain Matching: Finally, it compares the request's origin
($request->getSchemeAndHttpHost()) against the allowed domains. This uses in_array(..., true)
with strict comparison. The getSchemeAndHttpHost() returns the full origin including protocol, like
https://example.com. By matching this exactly, token theft is harder, because an attacker who gets
a token bound to https://example.com cannot just request from http://example.com or
https://attacker.com.

If any of these checks fail, whether missing token, invalid token, expired token, or wrong domain, the
middleware calls parent::handle($request, $next). This is the crucial part: you are delegating to
Chandler's VerifyBearerToken middleware, which properly handles the rejection. It returns a 401
Unauthorized response with appropriate headers. Your custom logic does not have to reimplement
error handling, it just defers to the framework.

When validation passes, the middleware calls return $next($request). The request reaches your
controller with the authenticated bearer available. You can access it like this:

$bearer = Auth::user();  // The authenticated bearer

The bearer becomes available as the authenticated "user" for the request, even though it is not a
user. Internally, Laravel treats authenticated bearers as guard-backed users, so all the familiar
authentication patterns work. Imagine two clients, Client A and Client B, both using your API:
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{
    "token": "abc123xyz",
    "expires_at": "2026-12-31",
    "domains": ["https://client-a.com"],
    "settings": {
        "license": {
            "driver": "statamic",
            "token": "statamic_token_for_a"
        }
    }
}

{
    "token": "def456uvw",
    "expires_at": "2026-12-31",
    "domains": ["https://client-b.com"],
    "settings": {
        "license": {
            "driver": "filament",
            "token": "filament_token_for_b"
        }
    }
}

When Client A sends a request from https://client-a.com with their token, the middleware:

Finds their Bearer token in the database ✓1.
Checks it is not expired ✓2.
Verifies the domain matches ✓3.
Passes the request to the controller4.

Client A's request later reaches LicenseServiceProvider::boot(), which checks the bearer's
settings and configures the application to use Statamic with Client A's credentials. Perfect.

If Client B tried to use Client A's token from their domain, the domain validation would fail and the
request would be rejected. If Client B used their own token but from the wrong domain, same result.
This prevents token misuse.

Here is a performance trick: cache your tokens. Looking up a token in the database on every request
means a database query on every single API call. That adds up fast.

Instead, cache the token for a short time. If it is revoked or expires in the meantime, the cache will
miss and you will do a fresh lookup. This is a small optimization but it matters at scale.

Token Revocation Strategy
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Token revocation is a common concern. There are two approaches, each with tradeoffs:

Approach 1: Immediate Revocation (No Caching)

Query the database on every request
Revoked tokens rejected instantly
Downside: 2-3x database load, slower response times
Use when: Security is critical (e.g., after detecting abuse)

Approach 2: Cache-Based Revocation (This Project)

Cache tokens as we do here
Revoked tokens remain valid until cache expires (60-3600s depending on token expiration)
Downside: Revocation takes up to cache TTL to take effect
Upside: far fewer database queries, scales to thousands of requests/second
Use when: You can tolerate temporary validity of revoked tokens

For this API, we use caching because the cache TTL is short (60 seconds minimum). If you revoke a
token right now, attackers can use it for at most 60 more seconds, usually fast enough for most
emergency situations while keeping the API performant.

If you need instant revocation, you can maintain a separate "revoked tokens" cache alongside the
bearer cache. Check the revoked list before accepting a cached bearer. This gives you both
performance and immediate revocation.

Token Caching: CachesBearerTokens Trait

Both EnsureTokenIsValidMiddleware and LicenseServiceProvider call rememberBearerToken() to
look up Bearer tokens. This is intentional, Bearer tokens are looked up frequently, and database
queries add up fast. By caching the token, you avoid a database hit on every single API request.

The caching logic is extracted into a reusable CachesBearerTokens trait:

The trait was shown in full earlier in this chapter; the two methods that matter here are
rememberBearerToken(), which both callers use, and calculateBearerCacheTTL(), which decides
how long the entry lives.

This trait provides two methods: rememberBearerToken($token): This is the private method that both
the middleware and service provider call. It wraps the caching logic in a clean, reusable interface. It
uses Cache::get() to check if the token is already cached, and if not, it queries the database with
Bearer::where('token', $token)->first() and caches the result with Cache::put() using a TTL
calculated by the second method.

calculateBearerCacheTTL($bearer): This method determines how long a Bearer token should be
cached. It receives only existing Bearer instances (non-existent tokens are not cached). Here is how
it works:

For tokens with no expiration: Some tokens are permanent. Cache these for an hour. They
are unlikely to change, and an hour is long enough to be worth having while still being short
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enough to forget.

For tokens with expiration: The TTL is the time remaining, minus a five-minute buffer. The
buffer is the whole point. Cache a token for exactly as long as it is valid and the entry dies at
the same instant the token does — and a request landing in that window can be served a
token that is live in the cache and dead in the database. Subtracting the buffer guarantees the
cache gives up first, so the database always casts the deciding vote.

Both the middleware and the service provider use this trait by calling rememberBearerToken():

// In EnsureTokenIsValidMiddleware
$foundToken = $this->rememberBearerToken($token);

// In LicenseServiceProvider
$bearer = $this->rememberBearerToken($token);

The rememberBearerToken() method encapsulates all the caching logic in one place. The cache key
is always bearer:{token}, so both places share the same cached value. The first lookup (usually in
the middleware) caches the token and calculates the TTL. The second lookup (in the service
provider) hits the cache instantly. No additional database queries.

Why this matters: Imagine 1000 requests per second hitting your API. Without caching, that is
2000 database queries per second (one in middleware, one in provider). With caching, that is maybe
2-3 queries per second for newly authenticated clients, and zero queries for repeat clients within the
cache window. That is a dramatic improvement. Your database can breathe.

Edge case handling: If a token is revoked while cached, it remains valid until the cache expires.
This is a deliberate trade-off: immediate revocation requires either checking the database on every
request (kills performance) or using shorter cache TTLs (more database hits). For most use cases,
60-second cache windows (the minimum) are fast enough that revocation is nearly instant while still
providing meaningful performance benefits.

Rate Limiting: throttle:api-token

Rate limiting is your API's defense against abuse and resource exhaustion. Without it, a single
misconfigured or malicious client can hammer your backend and degrade performance for everyone
else. The throttle:api-token middleware is Laravel's built-in rate limiting system, and it's
configured specifically for this API to limit requests per Bearer token.

The limiter is registered once, in the shared package's service provider, so every service in the fleet
throttles identically without copying the rule:
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RateLimiter::for('api-token', function (Request $request) {
    /** @var int $limit */
    $limit = config('webplo.rate_limit', 60);

    return Limit::perMinute($limit)->by($request->bearerToken() ?:
$request->ip());
});

This does three things: it defines a limiter named 'api-token', takes the ceiling from config rather
than hardcoding it, and keys the limit to the Bearer token when present, falling back to the client's IP
when there is none.

Note what the fallback does and does not do. A request with no token is limited by IP, not rejected —
rejecting it belongs to the authentication middleware, which runs first and never lets an
unauthenticated request reach the limiter at all. Giving the limiter two jobs is how you end up with a
limiter that quietly authorises.

The crucial part is by($request->bearerToken() ?: $request->ip()). Each unique Bearer token
gets its own quota counter. If Client A uses token abc123, they get 60 requests per minute. If Client B
uses token def456, they also get 60 requests per minute independently. This isolation is critical: it
prevents one client from monopolizing your API. If Client A burns through all 60 requests, Client B
isn't affected.

The fallback to $request->ip() handles edge cases: internal health checks without tokens, or public
endpoints that don't require authentication. They're rate-limited by IP address instead, preventing a
single machine from overwhelming the server.

Rate limiting is entirely cache-based. When a request arrives, the middleware checks the cache key
api-token:{token} and increments a counter. If the counter exceeds 60 within the minute window,
the request is rejected with HTTP 429. The cache backend (database, Redis, file system, etc.)
automatically expires the counter after 1 minute, resetting the quota for the next window.

This is why your cache configuration matters. If you're using a database cache on an API with high
traffic, cache operations become a bottleneck. Redis is dramatically faster. For most production APIs,
Redis or Memcached is the right choice for rate limiting.

When a client hits the rate limit:

Laravel throws a ThrottleRequestsException1.
The exception is caught in your exception handler (see bootstrap/app.php)2.
The middleware returns a 429 Too Many Requests response3.
The client receives an error and should stop sending requests4.

Importantly: rate limiting stops the request before your controller ever runs. You don't process the
request, query your database, or call your external APIs. You just reject it immediately. This is
efficient and protects your backend from the damage a flood of requests could cause.



70

Smart API clients don't rely on the status code to know they're being rate-limited. They proactively
check the rate limit headers (provided by AddRateLimitHeadersMiddleware) and back off before
hitting the limit. They see X-RateLimit-Remaining: 5 and know to slow down. They see X-
RateLimit-Reset: 1708899234 and know when their quota resets.

This is the difference between a reactive client (waits to get a 429, then backs off) and a proactive
client (checks headers, backs off before hitting the limit). Your API headers make proactive clients
possible.

The 60 requests per minute limit is reasonable for most internal APIs, but you can adjust it based on
your needs. For higher throughput, change it to Limit::perMinute(300). For stricter limits, change it
to Limit::perMinute(10). You can also use perSecond(), perHour(), or custom time windows.

If you need different limits for different endpoints, you can define multiple limiters:

RateLimiter::for('api-token', function (Request $request) {
    return Limit::perMinute(60)->by($request->bearerToken() ?: $request->ip());
});

RateLimiter::for('api-token-strict', function (Request $request) {
    return Limit::perMinute(10)->by($request->bearerToken() ?: $request->ip());
});

Then use 'throttle:api-token-strict' for endpoints that are more expensive or sensitive.

When rate limits are exceeded, an exception is reported to Nightwatch (your error tracking system):

if ($exception instanceof
\Illuminate\Http\Exceptions\ThrottleRequestsException) {
    Nightwatch::warning('Rate limit exceeded', [
        'exception' => class_basename($exception),
    ]);
}

This gives you visibility into which clients are hitting limits and how often. If a client repeatedly hits
the limit, it might indicate misconfiguration on their end, or they might be attacking your API. Either
way, you have the data to investigate and respond.

AddRateLimitHeadersMiddleware: Rate Limit Headers

The throttle middleware stops requests when the limit is exceeded, but clients shouldn't have to
guess how close they are to the limit. That's where AddRateLimitHeadersMiddleware comes in,
providing complete transparency through HTTP headers and allowing smart clients to self-regulate
before hitting the limit.
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After the response is generated, this middleware reads the rate limiter's state and adds four critical
headers:

X-RateLimit-Limit: The maximum number of requests allowed in the window (e.g., 60)
X-RateLimit-Remaining: How many requests are left in the current window (e.g., 42 after
you've made 18 requests)
X-RateLimit-Reset: Unix timestamp when the quota resets (e.g., 1708982564)
Retry-After: Only set when the limit is exceeded; tells the client how many seconds to wait
before retrying

public function handle(Request $request, Closure $next): Response
{
    $response = $next($request);

    $token = $request->bearerToken() ?? $request->ip();
    $key = 'api-token:'.$token;

    $maxAttempts = 60;
    $remainingAttempts = $this->limiter->remaining($key, $maxAttempts);
    $retryAfter = $this->limiter->availableIn($key);

    $response->headers->set('X-RateLimit-Limit', (string) $maxAttempts);
    $response->headers->set('X-RateLimit-Remaining', (string) max(0,
$remainingAttempts));

    if ($remainingAttempts <= 0) {
        $response->headers->set('X-RateLimit-Reset', (string) (time() +
$retryAfter));
        $response->headers->set('Retry-After', (string) $retryAfter);
    }

    return $response;
}

The key insight: X-RateLimit-Remaining is available on every response, not just rejections. This
means clients can monitor their quota continuously, even when they're nowhere near the limit.

Reactive clients (poorly designed):

Send requests normally1.
Get a 429 response2.
Back off for Retry-After seconds3.
Retry4.

This is wasteful, they burn requests until they hit the wall.

Proactive clients (well-designed):
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Send a request1.
Read X-RateLimit-Remaining: 5 from the response headers2.
Slow down their request rate3.
Back off before hitting 04.

They never even trigger the rate limit because they self-regulate. Your API is happier because it isn't
rejecting requests. The client is happier because they get consistent service.

Rate limiting is tricky with concurrent clients. Imagine a client makes 30 concurrent requests. The
first request sees 60 - 30 = 30 remaining. But by the time all 30 hit your API, the counter has already
decremented. Clients need to understand that X-RateLimit-Remaining is a snapshot, not a
guarantee. It's accurate at that moment, but not in the future.

This is why smart clients use X-RateLimit-Remaining as a guide, not a law. They might back off at
10 remaining instead of 0, giving themselves a safety buffer for concurrent activity.

Many HTTP client libraries now read these headers automatically and implement backoff strategies.
The Python requests-throttler library, for example, watches X-RateLimit-Remaining and
automatically pauses requests. JavaScript's axios with rate limit middleware does the same. By
exposing these headers, you enable sophisticated client behavior without having to build it yourself.

LogApiRequestsMiddleware: Request Auditing

An audit trail is essential for any API. You need to know who made what requests, what they sent,
what happened, and how long it took. This isn't just for debugging, it's for compliance, security
investigations, performance monitoring, and understanding user behavior.
LogApiRequestsMiddleware captures everything non-destructively and asynchronously, so it never
slows down your API.

What Gets Logged

For every request that passes through the middleware, this data is captured:

User ID: Which Bearer token made the request (extracted from the Bearer model)
HTTP Method: GET, POST, DELETE, etc.
Endpoint: The full URL path that was called
Request Body: Everything the client sent (all input parameters)
Response Body: Everything you sent back (response data)
HTTP Status Code: 200, 201, 400, 429, 500, etc.
Execution Time: How long the request took in milliseconds
Timestamp: When the request was made (implicit)
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final readonly class LogApiRequestsMiddleware
{
    public function handle(Request $request, Closure $next): Response
    {
        // Record start time
        $startTime = microtime(true);

        // Let request process
        $response = $next($request);

        // Use defer() to log AFTER response is sent
        defer(callback: function () use ($request, $response, $startTime) {
            // Identify the user (bearer token holder)
            $token = $request->bearerToken();
            $bearer = $token ? Bearer::where('token', $token)->first() : null;
            $userId = $bearer->id ?? 0;

            // Extract response data
            $responseData = json_decode($response->getContent(), true) ?? [];

            // Dispatch async logging job
            SendToLogsJob::dispatch(
                user_id: $userId,
                method: $request->method(),
                endpoint: $request->url(),
                request: $request->all(),
                response: $responseData,
                status: $response->getStatusCode(),
                execution_time: microtime(true) - $startTime
            );
        });

        return $response;
    }
}

The key is the defer() function: it queues a callback to run after the response is sent to the client.
This means logging never delays the response. The client gets their data instantly. The logging
happens asynchronously in the background.

The SendToLogsJob is a queued job, not immediate logging:
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class SendToLogsJob implements ShouldQueue
{
    public $tries = 3;           // Retry up to 3 times if queuing fails
    public $backoff = [30, 60, 120]; // Exponential backoff
    public $onQueue = 'license-logs'; // Use dedicated queue

    public function handle(): void
    {
        // Now the job actually logs to the LogFacade
        LogFacade::create(
            user_id: $this->user_id,
            method: $this->method,
            endpoint: $this->endpoint,
            request: $this->request,
            response: $this->response,
            status: $this->status,
            execution_time: $this->execution_time
        );
    }
}

This job is queued on its own 'license-logs' queue, separate from other background jobs. This
isolation ensures that logging never blocks critical jobs like payment processing or cache warming.

Without async logging:

Request comes in: 0ms
Process request: 50ms
Create response: 10ms
Save to database logs: 30ms (I/O wait)
Send response: 20ms
Total time to response: 90ms worse

With async logging:

Request comes in: 0ms
Process request: 50ms
Create response: 10ms
Queue logging job: 2ms (just queueing, no I/O)
Send response immediately: client gets response in ~62ms
Background worker saves logs asynchronously: happens later

For a high-traffic API handling thousands of requests, this is a massive difference. You're talking
about 18ms per request saved across thousands of requests = server capacity to handle 3x more
traffic.

When your API returns 500 errors, the logs show what requests caused them, what data was sent,
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and what data was returned:

request: { "key": "lic_123", "domain": "example.com" }
response: { "error": "External API timeout", "code": "PROVIDER_ERROR" }
status: 503
execution_time: 30123ms

You immediately see the request timed out. Now you check the external API status and see it was
down. Problem solved, you didn't break anything.

You notice one token made 10,000 requests in 5 minutes. The logs show exactly what they
requested and help you determine whether it was malicious or misconfigured:

user_id: 42
method: GET
endpoint: /api/licenses
request: {}
status: 200
execution_time: 45ms

Thousands of successful license list requests. Looks like a bug in their client, it's looping. You can
reach out and help them fix it.

Regulators often ask who accessed what data and when. Your logs have answers:

2026-02-22 14:35:22 | user_id: 15 | GET /api/licenses
2026-02-22 14:35:45 | user_id: 15 | POST /api/license
2026-02-22 14:36:01 | user_id: 15 | DELETE /api/license/{key}

The logs show execution_time for every request, so you can identify slow endpoints:

GET /api/licenses: 45ms average (good)
POST /api/license: 250ms average (slow!)
DELETE /api/license/{key}: 5000ms average (very slow!)

You can identify bottlenecks.

The logs capture everything the client sends in request and what you send back in response. This
includes:

Query parameters
Form data
Request body
Response data
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If this includes passwords, API keys, credit card numbers, or other sensitive data, those are logged
too! For security, you should:

defer(callback: function () use ($request, $response, $startTime) {
    // ... existing code ...

    // Sanitize sensitive fields
    $requestData = $request->all();
    unset($requestData['password'], $requestData['api_key'],
$requestData['secret']);

    SendToLogsJob::dispatch(
        // ...
        request: $requestData, // Sanitized!
        // ...
    );
});

Or use ShouldBeEncrypted on the job class (which this project does) to auto-encrypt logged data at
rest.

Global API Middlewares (affect every API route)

In Laravel 13 there is no Kernel to edit. Middleware is appended in bootstrap/app.php, and it runs on
every request in the order you add it, before the controller is reached.

We register two global API middlewares so every endpoint gets consistent localization and
compression:

->withMiddleware(function (Middleware $middleware) {
    $middleware->append([
        SetRequestLocaleMiddleware::class,
        GzipResponseMiddleware::class,
    ]);
})

Both classes come from the shared package. Neither is defined in this service, and that is deliberate:
every service in the fleet should localise and compress a response identically, and the only way to
guarantee that is to give them no opportunity to differ.

This also affects the /health route from Chapter 1. It stays public (no auth or rate limiting), but it
now inherits global API behavior: the locale is set for translated labels and validation messages, and
the response can be gzipped when the client accepts gzip and the payload is large enough.
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SetRequestLocaleMiddleware: Language Detection

Let your API consumers choose their language without special client libraries or extra wiring. This
middleware keeps localization explicit and predictable.

Clients can specify their preferred language in two ways, with this priority:

Query parameter (?locale=es): Explicit, highest priority. Useful for testing or when a user1.
overrides their preference.
Accept-Language header: Standard HTTP header, second priority. Must be one of the2.
supported locale codes (en, es).
Default locale: Falls back to application default if neither is provided.3.

This cascading approach gives clients flexibility while keeping defaults sensible.

final readonly class SetRequestLocaleMiddleware
{
    public function handle(Request $request, Closure $next): Response
    {
        $locale = $request->query('locale');

        if (! $locale) {
            $locale = $this->parseAcceptLanguage($request->header('Accept-
Language', ''));
        }

        /** @var array<string> $supportedLocales */
        $supportedLocales = config('webplo.supported_locales', ['en', 'es']);

        if (is_string($locale) && in_array($locale, $supportedLocales, true)) {
            App::setLocale($locale);
        }

        return $next($request);
    }
}

Accept-Language is not a locale. It is a ranked list of them — fr;q=0.9,en-US;q=0.8 means French if
you have it, American English otherwise — so comparing the raw header against a list of supported
codes fails for every real browser that sends one. Parsing it means honouring the quality values in
order, and falling back from a variant to its base language:
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private function parseAcceptLanguage(string $acceptLanguage): ?string
{
    // ... parse each entry into ['locale' => ..., 'quality' => ...],
    // discarding any q outside the 0.0-1.0 range RFC 7231 allows.

    usort($parsed, fn (array $a, array $b) => $b['quality'] <=> $a['quality']);

    foreach ($parsed as $item) {
        if (in_array($item['locale'], $supportedLocales, true)) {
            return $item['locale'];
        }

        // 'en-US' is a dialect of a language we do speak.
        $baseLocale = explode('-', $item['locale'])[0];

        if (in_array($baseLocale, $supportedLocales, true)) {
            return $baseLocale;
        }
    }

    return null;
}

Keep the supported set in config rather than an enum. The list of languages an API answers in is a
deployment fact, not a code fact — a new market should be a config change, not a release.

The validation against that set is crucial: it prevents injection attacks. A malicious client can't
request locale=../../etc/passwd or locale='; DROP TABLE users;--. Invalid locales are silently
ignored, falling back to the default.

GET /api/licenses
Accept-Language: en

Response: English validation errors, English error messages, English documentation.

GET /api/licenses
Accept-Language: es

Response: Spanish validation errors, Spanish error messages.
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GET /api/licenses?locale=es
Accept-Language: en-US

Response: Spanish (query param overrides header).

GET /api/licenses?locale=fr

Response: Default locale (French isn't supported, so application default applies).

GET /api/licenses
Accept-Language: en-US

Response: English. en-US is not in the supported set, but its base language is, so the fallback
resolves it to en.

Once the middleware sets the locale with App::setLocale(), everything in Laravel automatically
uses that locale:

// app/Http/Requests/CreateLicenseRequest.php
public function messages(): array
{
    return [
        'name.required' => Lang::get('validation.name.required'),
        'name.string' => Lang::get('validation.name.string'),
        'name.max' => Lang::get('validation.name.max'),
        'domain.required' => Lang::get('validation.domain.required'),
        'domain.string' => Lang::get('validation.domain.string'),
        'domain.max' => Lang::get('validation.domain.max'),
    ];
}

{
    "errors": [
        {
            "name": ["The license name is required."],
            "domain": ["The domain is required."]
        }
    ]
}

Internationalization isn't just about translation. It's about respect. When a user gets an error
message in their language, they trust your API more. They don't feel like outsiders. When Spanish
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speakers get Spanish errors, English speakers get English errors, and Mandarin speakers get
Mandarin errors, you're not just being inclusive, you're being professional. Translation files are
cached after the first load, and setting the locale happens once per request, so the overhead is
negligible.

Key patterns:

Create translation files for each language1.
Use an enum for supported locales2.
Middleware sets locale from request (param or header)3.
Validation messages are auto-translated4.

The outcome is simple: error messages, enums, and health labels follow the user's language without
changing controller logic.

GzipResponseMiddleware: Response Compression

Network bandwidth is expensive. Every kilobyte matters when you're serving millions of API
requests. Gzip compression can reduce response sizes by 70-80% for typical JSON payloads. But
compression has a cost: it takes CPU cycles. This middleware is smart about when to compress, and
it only compresses when the benefit outweighs the cost.

The middleware checks five conditions before compressing:

Only GET requests: Compression makes sense for read operations that return data.1.
POST/PUT/DELETE requests typically have small bodies and small responses, so compression
overhead isn't worth it.

Only successful responses (200-299): Compress data responses, not error messages. A2.
400 or 500 error with a 200-byte message isn't worth compressing.

Client must accept gzip: Check the Accept-Encoding header. If it doesn't include gzip, the3.
client can't decompress the response, so don't compress. Most modern clients support gzip,
but browsers and older clients might not.

Response not already encoded: Check if Content-Encoding is already set. If another4.
middleware already compressed the response, don't double-compress.

Response is large enough: Only compress if the response is at least 1400 bytes.5.
Compressing tiny responses adds overhead (CPU time, header bytes) that outweighs the size
savings. A 200-byte JSON response becomes 300+ bytes after compression headers and
overhead.
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public function handle(Request $request, Closure $next): Response
{
    $response = $next($request);

    // Only compress GET with success status (200-299)
    if ($request->getMethod() !== 'GET') {
        return $response;
    }

    if ($response->getStatusCode() < 200 || $response->getStatusCode() >= 300)
{
        return $response;
    }

    // Check if client accepts gzip
    $acceptEncoding = $request->header('Accept-Encoding', '');
    if (! str_contains($acceptEncoding, 'gzip')) {
        return $response;
    }

    // Don't compress if already encoded
    if ($response->headers->has('Content-Encoding')) {
        return $response;
    }

    $content = $response->getContent();

    // Only compress if content is large enough
    if (strlen($content) < self::MIN_COMPRESSION_SIZE) {
        return $response;
    }

    // Compress with gzip compression level 9 (maximum)
    $compressed = gzencode($content, 9);
    $response->setContent($compressed);
    $response->headers->set('Content-Encoding', 'gzip');

    return $response;
}

The middleware uses gzencode() with compression level 9, which is maximum compression. This
takes longer than level 6 (default) but produces smaller files. For APIs, the extra CPU is worth the
bandwidth savings, especially for large responses.

Imagine a license listing endpoint that returns 100 licenses with full details. The JSON response
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might be 50KB. With gzip:

Uncompressed: 50KB transmitted
Compressed: ~8KB transmitted (85% reduction)
Compression overhead: typically a few milliseconds of CPU on the server
Decompression: Automatic in the browser/client, feels instant

For a global API serving thousands of requests per day, this is a massive bandwidth saving. On a
100Mbps connection, you send that response 6.25x faster. On a mobile connection, it's the
difference between instant and noticeably slow.

Clients decoding gzip is automatic. When a browser or HTTP client sees Content-Encoding: gzip, it
automatically decompresses. The client code doesn't have to do anything special. In fact, most
clients never even think about it, the decompression is transparent.

Some responses shouldn't be compressed:

Already compressed: Images, PDFs, videos are already compressed; re-compressing wastes
CPU.
Streaming responses: If you're streaming a large file, compression happens transparently in
the HTTP layer, not in your middleware.
Server-Sent Events (SSE): Compressing streaming data breaks the real-time nature; each
chunk gets compressed/decompressed separately.

For a typical REST API returning JSON, compression is almost always beneficial.

Because compression should be consistent across all API responses, this middleware is best
registered globally in the API middleware group (not the web group).

Here's the magic: you can add, remove, or reorder middlewares without changing your controller
code. You can add a new security check, a new logging mechanism, or a new feature that applies to
all routes simply by adding a line to your middleware stack. No controller changes needed.

CORS: Cross-Origin Requests

CORS (Cross-Origin Resource Sharing) controls which domains can call your API. This prevents
random websites from accessing your API without permission.

How CORS Works

When a browser makes a request to your API from a different domain, it first sends a "preflight"
request with the OPTIONS method to ask: "Is this request allowed?" Only if your API responds with the
right headers does the browser allow the actual request.

For example, a JavaScript app on https://client.com wants to POST to
https://api.example.com/api/licenses. The browser:

Sends: OPTIONS /api/licenses with header Origin: https://client.com1.
Checks your response for Access-Control-Allow-Origin: https://client.com2.
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Only if permitted, sends the actual POST request3.

This prevents malicious websites from accessing your API on behalf of unwitting users.

Configure CORS to Allow Only Trusted Origins

// config/cors.php
return [
    'paths' => ['api/*'], // Apply to API routes only
    'allowed_methods' => ['*'], // GET, POST, DELETE, etc.
    'allowed_origins' => explode(',', env('CORS_ALLOWED_ORIGINS',
'http://localhost:3000')),
    'allowed_headers' => ['*'], // Accept any headers from clients
    'exposed_headers' => [
        'X-RateLimit-Limit',
        'X-RateLimit-Remaining',
        'X-RateLimit-Reset',
    ],
    'max_age' => 0, // Don't cache preflight (reevaluate every request)
    'supports_credentials' => false, // Don't allow cookies/credentials
];

// .env
CORS_ALLOWED_ORIGINS=http://localhost:3000,https://example.com

// Register in bootstrap/app.php
->withMiddleware(function (Middleware $middleware) {
    $middleware->append([
        \Illuminate\Http\Middleware\HandleCors::class,
    ]);
})

Only the domains you specify can call your API. Everything else is rejected with a CORS error.

Important CORS Security Notes

allowed_origins must be explicit: Never allow * (all origins) if your API handles sensitive
data. Specific origins only.
supports_credentials defaults to false: If you ever enable this to allow cookies, be
extremely careful. It opens CSRF vulnerabilities. For Bearer token APIs, keep it false.
max_age controls preflight caching: We use 0 (no caching) for maximum security. Some
APIs use higher values for performance, but then preflight policy changes take longer to
propagate.
Client-side validation is not security: A malicious user can bypass CORS restrictions by
using curl or Postman. CORS only stops browsers from accessing data. Never rely on CORS
alone for security; always validate on the server.
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HeaderFactory: Consistent Response Headers

Every response your API sends should include certain standard headers: security headers, caching
directives, rate limit information. Rather than scattering header logic across your code, centralize it
in HeaderFactory. This factory generates consistent headers for all response types.

// app/Factories/HeaderFactory.php
final readonly class HeaderFactory
{
    public static function default(): array
    {
        return [
            'Content-Type' => 'application/json',
            'X-Content-Type-Options' => 'nosniff',
            'X-Frame-Options' => 'DENY',
            'X-XSS-Protection' => '1; mode=block',
            'Referrer-Policy' => 'strict-origin-when-cross-origin',
            'Permissions-Policy' => 'geolocation=(), microphone=(), camera=()',
            'Strict-Transport-Security' => 'max-age=31536000;
includeSubDomains',
        ];
    }

    public static function errors(): array
    {
        return array_merge(self::default(), [
            'Cache-Control' => 'no-cache, no-store, must-revalidate',
            'Pragma' => 'no-cache',
            'Expires' => '0',
        ]);
    }
}

Why centralize headers? Headers are security-critical. They tell the browser "don't sniff the
content type," "don't embed me in a frame," "use HTTPS," and more. If you hardcode headers in
multiple places, you risk inconsistency. Centralization means: every response gets the same security
headers, changes propagate everywhere, testing is focused in one place, and new security headers
are added without touching response wrappers.

When returning error responses, use HeaderFactory::errors() to add strict no-cache headers.
Errors like 401 or 429 should never be cached by browsers or proxies.

Security headers like X-Content-Type-Options: nosniff prevent MIME type confusion attacks. X-
Frame-Options: DENY prevents clickjacking. Strict-Transport-Security forces HTTPS for future
requests.
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Routes and Middleware Ordering

Protected routes are grouped with middleware in a specific order:

// routes/api.php
Route::get('/health', HealthController::class);  // Public

Route::middleware([
    EnsureTokenIsValidMiddleware::class,
    'throttle:api-token',
    AddRateLimitHeadersMiddleware::class,
    LogApiRequestsMiddleware::class,
])->controller(LicenseController::class)->group(function () {
    Route::get('/licenses', 'show');
    Route::post('/license', 'create');
    Route::delete('/license/{license}', 'destroy');
});

Order matters. Middleware runs top to bottom on the request, bottom to top on the response:

Request path:

EnsureTokenIsValidMiddleware: Validate token exists, not expired, domain matches. If1.
fails, reject with 401. Stop here.
throttle:api-token: Check if token exceeded rate limit. If yes, return 429. Stop here.2.
AddRateLimitHeadersMiddleware: Add rate limit headers to response.3.
LogApiRequestsMiddleware: Queue a log job.4.
Controller: Execute the actual endpoint logic.5.

Response path:

Response travels back through LogApiRequestsMiddleware (logging happens asynchronously)1.
Through AddRateLimitHeadersMiddleware (headers already added)2.
Through throttle middleware (rate limit tracking recorded)3.
Through EnsureTokenIsValidMiddleware (nothing to do on response)4.
Back to client5.

This ordering ensures failed requests stop early. A request with no token never reaches rate limiting.
A rate-limited request never reaches your controller. This is efficient and predictable.

Domain Validation: Binding Tokens to Origins

Tokens can restrict which domains are allowed to use them. This is crucial for partner scenarios.

Imagine you issue a token to Partner A. They promise to only use it from partner-a.com. But what if
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their credentials are stolen? An attacker gets the token but runs from attacker.com. Without domain
validation, the token still works. With domain validation, it fails.

Configure token domain restrictions in the factory:

// database/factories/BearerFactory.php
class BearerFactory extends Factory
{
    public function definition(): array
    {
        return [
            'token' => Token::generateToken(),
            'expires_at' => now()->addYear(),
            'domains' => null,  // No domain restrictions by default
            'settings' => [...],
        ];
    }

    public function withDomains(array $domains): self
    {
        return $this->state(fn (array $attributes) => [
            'domains' => $domains,
        ]);
    }
}

// Usage in code or tests:
$token = Bearer::factory()
    ->withDomains(['https://partner-a.com', 'https://partner-a-staging.com'])
    ->create();

Middleware checks domains:
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private function isTokenValidForDomain(Request $request, Bearer $token): bool
{
    $domains = $token->domains;

    // No domain config? Always allow
    if (empty($domains) || ! config('bearer.verify_domains', false)) {
        return true;
    }

    // Handle JSON storage edge case
    if (is_string($domains)) {
        $decoded = json_decode($domains, true);
        if (! is_array($decoded)) {
            return false;  // Malformed domains data
        }
        $domains = $decoded;
    }

    // Check if request origin is whitelisted
    return in_array($request->getSchemeAndHttpHost(), $domains, true);
}

getSchemeAndHttpHost() returns the full origin: https://partner-a.com. Checking it against the
whitelist ensures the token only works from expected domains.

The Complete Request Flow

Here's what happens when a request arrives:

Client sends: GET /api/licenses
              Header: Authorization: Bearer abc123

    ↓

Router matches route, checks middleware

    ↓

EnsureTokenIsValidMiddleware:
    - Extract token "abc123"
    - Cache key: "bearer:abc123"
    - Cache hit? Return cached Bearer model
    - Cache miss? Query database, cache, return
    - Valid? Not expired? Domain matches?
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    → If yes, continue
    → If no, return 401

    ↓

throttle:api-token:
    - Check rate limit for token
    - 60 per minute, 45 remaining?
    → If under limit, continue
    → If over limit, return 429

    ↓

AddRateLimitHeadersMiddleware:
    - Calculate remaining quota
    - Add headers: X-RateLimit-*

    ↓

LogApiRequestsMiddleware:
    - Set defer callback to log this request
    - Continue to controller

    ↓

LicenseServiceProvider::boot():
    - Inspect token settings
    - Set Config to use correct driver
    - Set driver credentials from token

    ↓

LicenseController::show():
    - Call LicenseFacade::licenses()
    - Facade uses configuration from token
    - Returns LicenseDTO[]
    - Maps to LicenseResource
    - Wraps in CollectionResponse

    ↓

Response flows back through middleware (bottom to top)

    ↓

LogApiRequestsMiddleware:
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    - Execute deferred callback
    - Queue SendToLogsJob
    - (Happens asynchronously, doesn't block response)

    ↓

Response sent to client with:
    - Status 200
    - Rate limit headers
    - JSON body

    ↓

SendToLogsJob executes in queue:
    - Write log entry with request details
    - Token hashed, not exposed
    - Audit trail complete

All of this happens automatically. No controller code has to think about authentication, rate limiting,
logging, or configuration. It's all enforced by middleware, all consistent, all proven.

Security Checklist

Before shipping:

 Bearer tokens are stateless and validated from database
 Tokens are cached to minimize database queries
 Token expiration is enforced (stale tokens rejected immediately)
 Token revocation is possible (delete or expire token)
 Domain validation restricts token usage to approved origins
 Rate limiting prevents abuse at the token level, not IP level
 Rate limit headers inform clients of quota
 Logging is asynchronous (doesn't block responses)
 Tokens are never logged in plain text (hashed only)
 Configuration is dynamic per token (no hardcoded secrets)
 All protected routes use the same middleware stack
 FormRequests validate all input (boundary validation)
 All endpoints return consistent error structure
 SQL injection prevented (Eloquent ORM, parameterized queries)
 HTTPS enforced (configure in production)

Security isn't a feature. It's not a sprint. It's a discipline. Follow these patterns, test them, and your
API is protected by architecture, not good intentions.
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Threat Scenarios: Real-World Attacks

Your architecture prevents concrete security threats:

Token Theft: Attacker steals Bearer token. With domain validation, token only works from allowed
domain. Attacker from attacker.com gets 401.

DOS Attacks: Malicious client sends 10,000 requests/min. Per-token rate limiting stops them after
60/min. Server stays healthy.

Token Enumeration: Attacker tries random tokens. Token hashing prevents timing attacks
(constant response time).

Expired Token Reuse: Revoked token (expired 1 hour ago). Expiration checking rejects it
immediately.

Information Disclosure: Bad: {\"error\": \"Token abc123 not found\"}. Good: generic 401
Unauthorized. Don't expose implementation.

Credential Logging: Never log plain Authorization: Bearer secret. Log hash: hash('sha256',
$token). Correlate without exposing.

Error Response Formats

401 Unauthorized (missing or invalid token)

{\"errors\": [{\"message\": \"Unauthenticated\", \"code\": \"401\"}]}

422 Unprocessable Entity (validation failed)

{\"errors\": [{\"field\": \"name\", \"message\": \"The name is required.\"},
{\"field\": \"domain\", \"message\": \"Invalid format.\"}]}

429 Too Many Requests (rate limit exceeded)

{\"message\": \"Too Many Requests\"}

Headers: X-RateLimit-Limit: 60, X-RateLimit-Remaining: 0, Retry-After: 42

503 Service Unavailable (external dependency down)
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{\"message\": \"The service is temporarily unavailable. Please try again
later.\"}

Header: Retry-After: 30

Testing Authentication & Security

Testing authentication is straightforward because Bearer tokens are just database entries. Here are
comprehensive tests covering happy paths and edge cases:

// Happy path: valid token
test('valid bearer token is accepted', function () {
    $bearer = Bearer::factory()->create();

    $response = $this->withHeader('Authorization', "Bearer {$bearer->token}")
        ->get('/api/licenses');

    expect($response->status())->toBe(200);
});

// Missing token
test('request without bearer token is rejected', function () {
    $response = $this->get('/api/licenses');

    expect($response->status())->toBe(401);
});

// Expired token
test('expired bearer token is rejected', function () {
    $bearer = Bearer::factory()
        ->expired()
        ->create();

    $response = $this->withHeader('Authorization', "Bearer {$bearer->token}")
        ->get('/api/licenses');

    expect($response->status())->toBe(401);
});
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// Invalid/non-existent token
test('non-existent bearer token is rejected', function () {
    $response = $this->withHeader('Authorization', 'Bearer invalid_token_xyz')
        ->get('/api/licenses');

    expect($response->status())->toBe(401);
});

// Domain restriction
test('bearer token is rejected if domain does not match', function () {
    $bearer = Bearer::factory()
        ->withDomains(['https://allowed-domain.com'])
        ->create();

    $response = $this->withHeader('Authorization', "Bearer {$bearer->token}")
        ->from('https://wrong-domain.com')
        ->get('/api/licenses');

    expect($response->status())->toBe(401);
});

// Domain restriction passes when domain matches
test('bearer token is accepted when domain matches', function () {
    $bearer = Bearer::factory()
        ->withDomains(['https://allowed-domain.com'])
        ->create();

    $response = $this->withHeader('Authorization', "Bearer {$bearer->token}")
        ->from('https://allowed-domain.com')
        ->get('/api/licenses');

    expect($response->status())->toBe(200);
});
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// Rate limiting
test('rate limit is enforced after 60 requests per minute', function () {
    $bearer = Bearer::factory()->create();
    $headers = ['Authorization' => "Bearer {$bearer->token}"];

    // Make requests up to limit
    for ($i = 0; $i < 60; $i++) {
        $this->withHeaders($headers)->get('/api/licenses');
    }

    // Next request should be rate limited
    $response = $this->withHeaders($headers)->get('/api/licenses');
    expect($response->status())->toBe(429);
});

// Malformed authorization header
test('malformed authorization header is rejected', function () {
    $response = $this->withHeader('Authorization', 'NotBearer sometoken')
        ->get('/api/licenses');

    expect($response->status())->toBe(401);
});

// Rate limit headers included
test('rate limit headers are included in response', function () {
    $bearer = Bearer::factory()->create();
    $headers = ['Authorization' => \"Bearer {$bearer->token}\"];

    $response = $this->withHeaders($headers)->get('/api/licenses');

    expect($response->headers->has('X-RateLimit-Limit'))
        ->and($response->headers->get('X-RateLimit-Limit'))->toBe('60')
        ->and($response->headers->has('X-RateLimit-Remaining'))
        ->and($response->headers->has('X-RateLimit-Reset'));
});
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// Token caching benefits
test('bearer token is cached after first lookup', function () {
    $bearer = Bearer::factory()->create();
    $token = $bearer->token;

    // First request: database query for token validation
    $response = $this->withHeader('Authorization', \"Bearer {$token}\")
        ->get('/api/licenses');
    expect($response->status())->toBe(200);

    // Second request in same minute: cache hit (no additional DB query)
    $response = $this->withHeader('Authorization', \"Bearer {$token}\")
        ->get('/api/licenses');
    expect($response->status())->toBe(200);
    // In production, verify via query log that only 1-2 lookups total
});

// Async logging doesn't block response
test('request completes even if logging fails or is slow', function () {
    $bearer = Bearer::factory()->create();
    $headers = ['Authorization' => \"Bearer {$bearer->token}\"];

    // Request returns immediately (logging queued, not awaited)
    $response = $this->withHeaders($headers)->get('/api/licenses');
    expect($response->status())->toBe(200);
    // Logging happens in background queue, doesn't add latency
});

By creating fixtures in your factory, testing different scenarios is trivial. No mocking HTTP clients, no
stubbing external APIs. Just Bearer model states and assertions. This coverage ensures your
authentication layer handles both happy paths and edge cases correctly.

Configuration: Environment-Specific Security

Different environments need different strictness. Configure in .env:
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# .env (Development)
BEARER_VERIFY_DOMAINS=false            # Flexible for testing
QUEUE_CONNECTION=sync                  # Logging immediate
APP_DEBUG=true                         # Show errors
CACHE_DRIVER=redis                     # Real cache
RATE_LIMIT_PER_TOKEN=1000              # High limit

# .env (Production)
BEARER_VERIFY_DOMAINS=true             # Enforce domains
QUEUE_CONNECTION=redis                 # Async logging
APP_DEBUG=false                        # Hide errors
CACHE_DRIVER=redis                     # Required
RATE_LIMIT_PER_TOKEN=60                # Strict
CORS_ALLOWED_ORIGINS=https://example.com
SHOULD_BE_ENCRYPTED=true               # Encrypt jobs

Configure rate limits per environment:

// In the service provider that registers the limiter.
RateLimiter::for('api-token', function (Request $request) {
    $limit = config('app.env') === 'production' ? 60 : 1000;
    return Limit::perMinute($limit)->by($request->bearerToken() ?:
$request->ip());
});

Configure CORS origins:

CORS_ALLOWED_ORIGINS=https://example.com,https://trusted-partner.com

Cache Backend Selection

Redis is essential for production rate limiting. Database caching is too slow for thousands of
requests/sec:

// config/cache.php
'default' => env('CACHE_DRIVER', 'redis'),
'stores' => [
    'redis' => ['driver' => 'redis', 'connection' => 'cache'],
    'file' => ['driver' => 'file'],  // Dev only
],
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When NOT to Use These Patterns

Know your constraints:

Domain Validation: Use when multiple partners with different credentials exist and token theft is
critical. Skip for internal APIs with short-lived tokens.

Per-Token Rate Limiting: Use when clients have different needs or you charge by usage. Skip if all
clients are equal.

Token Caching: Use when tokens are looked up frequently and you tolerate revocation delays. Skip
if instant revocation is required.

Async Logging: Use for high-traffic APIs where logging latency matters. Skip for synchronous audit
trail requirements.

Bearer Tokens: Use for service-to-service auth. Skip for multi-user SPAs (use Sanctum instead).

Tighten constraints when: Security incidents happen (reduce TTL, enable all validations), traffic
spikes (optimize caching), or compliance requires it (add encryption, retention).

Security isn't one-size-fits-all. Measure and adjust.

Summary: Security Isn't Optional

Security isn't something you add later. It's baked in from the start. Here's your security checklist:

Authentication:

 Use Bearer tokens, not sessions
 Cache tokens to avoid database hits (with appropriate cache TTL)
 Expire tokens regularly
 Allow revocation of compromised tokens
 Never store plain tokens in logs (sanitize before logging)

Validation:

 Validate all input at the boundary
 Use FormRequest classes
 Create custom rules for custom logic
 Reject invalid data immediately
 Never trust client-side validation

Rate Limiting:

 Implement per-token rate limits (not just per IP)
 Return 429 when exceeded
 Expose rate limit headers for proactive clients
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 Monitor for abuse patterns

Error Handling:

 Consistent error format for all endpoints
 Appropriate HTTP status codes
 Never expose internal details in production
 Log errors for debugging (without sensitive data)
 Include requestID/traceID for debugging

SQL Injection Prevention:

 Use Eloquent ORM (not raw SQL)
 Use parameterized queries (Eloquent does this automatically)
 Never concatenate user input into queries
 Use placeholder bindings: where ✓ vs whereRaw ✗

Access Control:

 Use HTTPS only (enforce in production with HSTS headers)
 Implement CORS correctly (explicit origins, no wildcards for sensitive APIs)
 Check token domain restrictions
 Log all authentication failures for monitoring
 Implement IP whitelisting if operating in controlled environment

Secrets Management:

 Use environment variables for all secrets (tokens, API keys, passwords)
 Never hardcode secrets or commit to version control
 Use .env.example for documentation, never with real values
 Rotate secrets regularly (especially tokens)
 Use secrets management service (AWS Secrets Manager, HashiCorp Vault) in production
 Never log secrets or tokens

Production Guidelines:

 Enable HTTPS with valid SSL certificates
 Set security headers: Strict-Transport-Security, X-Content-Type-Options, X-Frame-

Options
 Regular security audits with tools like composer audit (checks dependencies)
Keep all dependencies updated: composer update monthly minimum
 Monitor for vulnerability advisories (follows CVE databases)
 Use Web Application Firewall (WAF) in critical environments
 Implement request signing for sensitive operations
 Log all security events (failed auth, rate limit violations, etc.)

Pro Tips:

Use composer audit to check for known vulnerabilities in dependencies
Set up GitHub Security Alerts to auto-detect vulnerable packages
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Implement CI/CD checks: run security tests before deployment
Consider using Laravel Telescope in development (builtin debugging tool)
Use Larastan/PHPStan for static analysis (catches type errors, security issues)
Test authentication with penetration testing in staging environment
Implement request signing for truly sensitive operations

Security is an ongoing process, not a one-time checklist. The landscape changes constantly. New
vulnerabilities appear regularly. Your job is to stay informed, update dependencies promptly, and
maintain healthy paranoia about your data. Keep your dependencies updated, monitor for
vulnerabilities, and never trust anything from the client without validation.
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